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Communication Security of 802. 11 WLAN

CHEN Yi-tian', LAI NGAI MING’
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Abstract The security mechanisms of 802. 11 WLAN, including SSID, MAC filtration and WEP encoding, and their defects
are discussed. A new security measure for 802. 11 WLAN named " binding authentication” is presented. The anti-interference
functionality of DSSS WLAN is studied and its processing gain under various interferences is derived.

Key words: WLAN; DSSS; Security; Anti-interference; Processing Gain

1 2 “ K WLAN
(WLAN) 2.1 802.11 WLAN b=l
! WLAN ( ) 802. 11 WLAN
WLAN , ( SSID) . MAC
WLAN ( Securi- ; (WEP) (1 4]
ty),
: IEEE 802. 11 SSID, (1) 802. 11 802. 11
MAC WEP | |
: ’ AP STA
, , P, STA
" ’ C =P® PRKC, P C P &C =
802. 11 ( DSSS) PRKC( K) , PRKC
(FHSS) DSSS FHSS , (K
: (2) SSID sSID |
- : WLAN ssID AP 802.11  SSID
, ; AP ( )
, WLAN : SSID BSS STA STA
WLAN  DSSS FHSS, STA  Pobe . AP
, SSID, ,
ssID
: 2005- 01- 03; : 2005- 04- 22 (3) MAC
( 2008GA0406, 2004BA0A010R) ; MAC

(PC20041103) WLAN MAC



124. 2006
(4) WEP WEP , “ ” 802. 11b,
, ISVR. 4GHz , DSSS, 1,2, 5.5,
: ; 11Mbps( ) 20km
WEP RC4 , IV Weakness " "
SK: 802. 11 WEP K (1) P IP c
' SK , . K ' (
, 1V . WEP CRC32 ) P ’ IP
IP
| (2)  MAC ,
,802. 11WLAN | MAC | MAC |
AP | AP  MAC , AP
2.2 * " MAC
: (3) “ User” (1) (2),
, WLAN ,
, COM
- MAC IP " ( (4) VB Ac-
) ") ’ tiveX ,
Mycomm, Users :
(1) 802. 11 MAC MAC, IP. |
MAC , ( Bumed-
in) , MAC , MAC |
AP , ’
AP , MAC ' ’
802. 11 MAC , 3 DSSS WLAN bl
MAC
(2) IP WLAN ’
S WLAN WLAN
TCP/IP , DSSS,
, IP 3.1 DSSS WLAN
IP , IP , C(
WLAN , WLAN )  Shannon
, IP C=Blog,(1+SMN)
WLAN , 1P . B ° S "N
AP IP Shannon
(3) MAC IP (1) B, SN,
C, C B
MAC IP ,B SN , : :
, MAC, IP, AP B SN
(2) C, :
’ B SN , ,
(1) AP  SSID MAC ; 8
WEP SA |
(2) |
, IP, MAC , IP, MAC AP n, N=nB,
AP , “oor
(3) 1P, MAC ' C=Blogz(1+iB)
; B, n,S , C
2.3 * "
“ " SSID, MAC WEP DSSS ( PN)



3 :802. 11 WLAN 125.
, B, <<B,, G(w) G B, +B,=
B., B, ,
( ) : (
) ’ N = B iN
‘JO - Pa BC J
N, B
DSSS, (B) (B.) , Gr, =2 =55 =Gp
(R.) (R.) , DSSS o
] 1 Gp
_ BC _ RC 1 ’
% "B, TR, G,
) 3.4
, [5] , DSSS  WLAN
fJ
S, N,
Gp =
NS,
s 1 i_i[i]_E[SiDm]
_ 20 %% N, B, LN I™
Gpj = Si /Ji Jo a m a NJ
) I\Im 1 Dm 1 NJ
S, /N B
, , DSSS  WLAN 207 B
Gp, SAN, B, GpDpy
3. 2 l GPJ GF’ ]
(D)
WLAN , )
( AWGN) 4
nO’ ]
B n “ 7 802. 11WLAN
c? 0
N; = n,B, : “ ?
1 FCC
N, ==— G, () dw
2Tiwg I 10, WLAN
, G () ,Wa= 20 IEEE 802. 11
21B, B, <<B,, f . Gy, 11 DSSS  WLAN ,
(w) Kn,, K ,
N, ==—Kn,W, =Kn,B,
[1] : : [ M].
' , 2004, 35-37.
[2] [ ] Christian Barnes, et al. [ M].
So /No Ni Bc GP
Pn_m:N_:E:? , 2003.165-172.
oK psk o L
' P , 2004. 65-66.
,K=0.903; MSK , K=0.995 , PSK (WLAN) —
MSK ' G [M] . , 2004 . 395-405.
3.3 [5] [M].
f;, B,, f,=f,B;=B, , 2004 . 97-103.
N Gy( ) [6] [ 1Jim Geier. [M. , 2001. 31.
Js J ] ]
N, :LIGJ( W) xGo( ) do (1943-), ’
o 2T Wy . LAl NGAI MING( 1963-) ,
G)( w) B., Ge(w) ( ) B,



