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Abstract

quirements and challenges in data security, privacy protection and access control have become the main problems faced by

With the rapid development and wide application of cloud computing technology, the information security re-

Cloud as a Service providers and users. In response to this problem, this paper proposes cloud-based information security
strategies and technologies, including advanced data encryption methods, enhanced identity authentication mechanisms,
refined access control strategies, and cloud-based intrusion detection and prevention systems, aiming to comprehensively
improve data protection and system security in cloud computing environments. The experimental results show that the se-
curity strategy and technology improve the level of data protection and system security in the cloud computing environ-

ment, reduce security threats and risks, and enhance the security and user trust of the entire Cloud as a Service system.
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