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Abstract

in network information security. First, through detailed analysis of exfiltration attack behavior, a detection method based

This paper dives deep into research on the application of exfiltration attack detection and traceability technology

on behavioral features is proposed, which can quickly and accurately identify the threat of stolen secrets. Secondly, the
role of traceability technology in tracking the source of exfiltration attacks is discussed, and the implementation of valid
traceability and tracing of attackers is achieved by building a multi-level traceability model. In terms of experimental verifi-
cation, the actual attack samples are used for simulation. The results show that the method has achieved remarkable re-
sults in detection and traceability, providing an innovative solution for the network information security domain, and is ex-

pected to promote the progress of exfiltration attack prevention technology.
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