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Abstract: Motivated by the multiple requirements of data sharing, privacy preserving and knowledge discovery,
privacy preserving data mining (PPDM) has become the research hotspot in data mining and information security
fields. Two main problem are addressed in PPDM: One is the protection of sensitive raw data; the other is the
protection of sensitive knowledge contained in the data, which is also called knowledge hiding in database (KHD).
This paper gives a survey on the current KHD techniques. It first introduces the background in which KHD appears.
Then it mainly presents the techniques on sensitive association rule hiding and classification rule hiding. Evaluation
of KHD methods is discussed after that. Finally, it points out three future research directions of KHD: Design of
measure function based on target distance in data modification techniques, inverse frequent set mining in data
reconstruction techniques and design of general KHD method based on data sampling.
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Fig.1 A scenario of sensitive rule hiding
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Fig.2 Classification of current knowledge hiding methods
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@ FHHO~CL, B BNBUZHLI ) 3L 5 KL BUE A7 & REAR BT 7 8052 (K A 2 A B LR by k.

Original database Distorted database
Al B|C|D Al B|C|D
I{1]1]0 Distortion 1(1(1]60
1{o|1] 1] 2lgorithm 1]olo]1
0]0|0]1 ojofo0f1
1{1]1]|0 1(1{1]0
1101111 110[0]1

Support(A—>C)=80% Support(A—>C)=40%

Confidence(A—C)=100% Confidence(A—>C)=50%

Fig.3 Basic idea of data-distort method
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Table 1 Comparison of the first group algorithms of data-distort method
R BIARBIES 1 AFAEL

. Select Select victim Hiding Add/Delete Hide rule/
Algorithms . . . .
transaction item means item large itemset
Algola Short transaction Items in r; but not. included Increase support of rule’s Add item Hide
first the transaction left side ry rule
Short First item of (|r¢—1)-itemset Decrease support of Delete Hide
Algolb . . - . .
first with maximum support rule’s right side ry item rule
Algo2a Short FlrstAltem.oAf (Jre|=1)-itemset Decrease support of rule Delete Hide
first with minimum support item rule
Algodb Short Item with Decrease support of Delete Hide
& first maximum support large itemset item itemset
Random Random Decrease support of Delete Hide
Algo2c . . .
order order large itemset item itemset
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55 PR SR LK A D512 S 45 A A R 22 1 RN ) S RF PR A1 8 1T A 5 3, 3 sl v LA ESOR T g 2D R = 55T
V4 IR ) 558, AT 9k 2 o 5035 5 A A0k 0 ) ) 55 . B9 5 o U T R AT 23 288, 20 S 11 Jir ) i T A I
2R e B RN ) A T 0T, 8RS 0 A 1 2 LI e S PR /N B IR DA 12 PR B R 7 S 0 T R AR AR
I PR 23288, — AN BRI ) AT B L T 22 A 2R I IR A R AR o T ) L, VA R 0 PR R ) 2 4%
JEBL 55 O ) 1) 80 AT ok P I SRR U 88 g g B, SR 88 A AR [ D R DD, DU 2% R ) X /I 25 v I 5
AT 9 2R DR /I AL ), DD DU A TR0 S e 680 /I R 288 v 2% Ik 0 A R T 7 5 PR s TR Ay A 4
O MR AR5 2 T B2, 306 56 5 P8 e KPR J LA S0 = 55 N AR G A .
RRA(round robin algorithm)ﬁ?ﬂi[l1132%4‘%3@%,*&%’&%&%%%E@Eﬂ(ﬁ‘]ﬁ&@$%§ﬁ;%}ﬁjﬁﬁﬁ%
JE d K R JL AN UK 55 SR X B WL e 114 77 Qe AN U 55 R A B BEALSC e 2 Fa x5 1 ARk
IBCER 1 AN IR A A 3T, 00 55 2 2% RS I B3 2 AN TUAT: Dby B 00, %o 51 4 U6 MR 25T mod kAN JHLAE A A 4 1 (k
N BRI T R 5 R IR AN B0 IR RS B

KIIHT LA US55 BT L — /N IO 55 Th B B

SWA(sliding window algorithm) 5322 STk A U HEKAS 3545 (KR B 1K /) AE KA T 45 5 1 EA T T UG
T T A — R0 ), Ak = 5 P A A 0T S RO ) v B2 A v 1 AR IO, G SR ) R B A ER 3  1,00)
BE AL 206 0 00 T SR I R 0 0 ) g 2 FF 2 1 1, 1 o 5 VT R I S S5 ML B B e R R LA SRS L 2 A
FREERCh 0 B AT SEHE R A — MUK S S R T ATREE 2 K I H MR A5 B E R B AP ATI
25K I U ) 0 o 5 450 I S A B U T L TE ) — BB U o ) BB S 45 AR b i R O L B &k
P AT T A 5 R o P UK UM 1 PR RO R 25 4 TR A8 25 SWAS VR I — AR5 £ A5 — 4 I 1149 2 T J5 10 i 7] A
AN[R) A4 2 4 B4 ) LU 38 R 3 73— AN R W B T 11 09008 A A5 S0 AN 0 — UK I A 1 5 45 8 2 N A A
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T ASE 532 FE 08 b PR RIS ) 5040
52 A7 PPEENRE R BT IS ARUR I TR AR (0 PR ML AR 2.3 mh n h SRURRI D) ) B8 N A Bl e e g
55 K woh o T PEm oA 18 A6 5 REURK = 55 K 6t A BBUBO U r, m=SensitiveTranSets(ry)x(1-y).

Table 2 Comparison of the second group algorithms of data-distort method

&2 BARACHIRE 2 ASAHAL

Algorithms Select transaction Select victim item Time complexity

Naive Top m transactions with smallest conflict degree All items in ry O(n.NlogN)
MinFIA Top m transactions with smallest conflict degree  Item in ry with minimum support O(n.NlogN)
MaxFIA Top m transactions with smallest conflict degree ~ Item in r, with maximum support O(n.NlogN)
IGA Top m transactions with largest conflict degree Item of group class label O(n.NlogN)
RRA Top m transactions with largest conflict degree The i-th item in ry O(n.NlogN)
RA Top m transactions with largest conflict degree Random O(n.NlogN)
SWA The m-shortest transactions Item in ry, with maximum support O(n.NlogK)

(3) HoAth 52

AU 2H 58 1 450 2 ZH BT R 5 T A e X AR IR B v Wl AR 45 077 1k A e X Y R ARG s 2 B AR 1] R,
THEACH /IS, ROFR AR 5 R =R 0 T 92 10 4% e g 45 ARG Ak T4 3B mp L e 5 R A M R i e ==
FEARI 51T R BEAT 1, J00 D00 165 R FR) 52 o 200 R AT A S0 AT 56 A B A3 ASS UE R 7 A s A0 1Y 4 ) IR 1) 77 4% 388 ¥
He 2 BEVEAG 5N STV A AT IR Ao A R A S8R 1h s M 5 | 5 7 A s o, T2 A0 SR (1304t i Bt
W SCHR[14,15]48 IR R T2 HOM I R SR Ak 5 v SCHR[16, 1719 b 11 25 135 S 40 R 11 500 A 4602 X 28y vk
F10 3 [ 8 0 R T T A= 80 S DA U TR AT R, 1 1 1 S A 21 I 48 775 7%

TULE SCHR[ 1314 T 3 T IR AE A 1 5L 1) T 0o BR00E T B sk T 4R FUARR 2 7 B i R b 1R s — 28,
T T 0 2 R il R 2 R A T B AN TR A A B IR 10 ) 5 0 B 228 HURS 3 5 BE /0 1R S 55
TRHEAT 15 Wk, DA PR UE R SR % T AR IS ) BE /N b 52 21 52 iy G v 00 32 R B v LB P b 0 T SRR FE A 1
TG IR T 50 RS 5 Wi A, ELASC R BT O o S R T F 38 A 1T 30 2 8 8, G ) S 4 0o 25 A Sl B A
TG 3 RS ST 5 W), A ESUI 118 80 T v A e 0 5 T P e AR ) 00 5 4 381 b P 5 M B

AR R ORI 14182 0 T H T I el Ak T 2 1) 4 o) e D0 AR J v B o P A T U I 4 1 g vk i o 4 A
FRRI — R k32 L 75 S U T A Ak o 55, 3 H B 2 A S UG S o 05 Bl /b SCHR[15]48 ) T 2 T4 i
10 SRR R 2 JR S A T vk HE R B AR T R D TN B 1) I B 2 R e /N B AR oy AL, — Al i T
TR IR (1) S 45 JEE R /N T B A 1K) 249 SRR Jal, 5 —— 2 BB AT 1) Sl S0 A B T (1) S 5 R /N T B 1R 20 T H)
8, e b A2 T AT PR B0 A S A I O A ) A B A 5 B S AN A 858 8k 2 B T A H A T 7 I B3k £ 15
e /D TR AL TR AT 20 AR BRAE S A A% v b T 7 1 SR I v, AT R i 98D T 20 R 8 H

T G RE 0 e 450 SCHR (1614 T — Tl i 0 100 B8040 2 45t 77 10 A% 7 1 T o e I 48 A A= g Jak At 5 T 4 )
M K3 L — MU RE R S, AR 5 e I 4R 20 176 2 55 FE [ D IR LLS, 15 203 e o (Bl 1R DY A% 7 ¥ ) B i AE T
DEHE BES I A 1 W)U 10 S oAy SRR 6 B R 0T £ 46 b 1) 76 25 S5 e A — 1, T AT R PR TR I ) DG BB, AN T AL ot
TG e 2H ok, ) A0 B IRUARE ) SR 0 TR AR 2 T 3R Sy Ay 1, )T R IR 01 ) S IDR AR 98 AN [+ £ I 5
Wik, SCHR 1614 H T 3 i R W T8 5 V6 305 1 D7 VR A AR 2 (hid den-first, TR BRHIF), JE AR AR 26 2 1B A
TR TR (14 I 8, T 56 A T B S5 A 0k T2 14 4t 8 S 9, 12 7 V2K i Sl IO B I T 0 5 2 vk R O R B
#8056 (non-hidden-first, i #RNHF), F AR 08 56 2% 18 AP G50 24 AN 5 eR, 76 B i 42 e Jost 0 Jak T 4 17 15 i,
%7 VR 3 S — S8 RO IR KR BUR G B 3 B U7 VR R i 5 A KRR £ /D B A 73 (hiding sensitive patterns
completely with minimum side effect on non-sensitive patterns, {& ¥R HPCME),H AR & 41 & i P Py 7 V23 AR i 7E
JIT A R IR AT 1 R PR T 2 A0 Al A TR A R 40R G 7 1) R s /S SRR [ 171 SRR [16] 7 RE itk _E 0¥
YRR R 3G DEAT T — 2 A T VEAE NS — U IR AT R N, 22 D BRI 1 AT 2- TR
A7 BBk, H 1R 2 Bl 1k SCRR 18T & 1) i iy 4 B

WAL, SCHER[19125 6 T 365 2 ALE (1 IGA/SWA A5 5322, T SCHR[ 207 )X G 3 K 00 1678 v ) A [ Jg e xR
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W& HEAT T L SCBR[2 1188 HH T 28400 T Algo b (1 JCIDE RN I B2 5 455 PDA (priority-based distortion algorithm)$¥2:
F WSDA(weight-based sorting distortion algorithm)Zi%. A1 PDA SLE7E Kt 72 (1 5 — 20 W R — AT R

TS5 AT RBEATVE Ve 2 S0 B SR I (R o SEARAN KT WSDA S A AR A I8 5 4508 £ L EAT v S0P Al
T P2 I JIE I 25 SR D 1) 2 5% R AT I e, 2 45 v A o ) I L2 B2 R R T SREARN AR R RN, HL R AR
B H BB AL SCHR[22]7F Algo2b HIEEA b 51 N fe /N B I PEAL o8 40, T 56 TH 80 H — AN B0UsK T0 AR 71 WA T )
W J5 T e AR /N A R R SCTR[23 DU 52 22 Bt 1 T0T (1 R TR ) & a3 T A 63 o o 0 o A 00 ) 5 5 2 ok
W R JIT AT LA BB T A A9 A 0 R )32 0k 36 P 9 P A

2.1.2 HPEZEVE

2.1.2.1  FEARJUA

HH BH ZE VH08 i 1) R AR B R 5 I NANT A 12>, 7 A S50 B A B 2R G B 11 U X SR B B 12 v 1
B U] T8 5 BN AN A IR0 ) 5, D oA 0 D) (1 Sl 6 8 AN B A R N — AN AR AR B T AN I S B XA R
5 B X T00) 345 08 i s 0000 20 P A J R 2 s, T 55 0 L 56 2 e S AL o g SO 0 45 o 11 1238 <27 5407 A% il
P11 5 2SR T G AR A A, A R R D ) SR B AT B VRN N NI s P X T), 3 B B ) H .

WK 4 Pros, 0 A—C 785G B0 7 b BB AR E 0 100%, 85 55 2 AN I ¢ s 3 A& i A
FHZEJ5 A—>C MIEAR BERN T — AN E PE X 7] [60%, 100%], - 58 5 1 B/ BAS T %2 4 B (E K T e X ) R
St A A A—C A6 B B0 P HR 45 21 T BB A 18 FH 00 [ 28300 U OC DG ) Bk B LR 4 A
IR

@ R BRI e HH A BH ZE F 1ok 3 45 4

@ FrAgik 93 5% 4R 1 11 b U 45 2 B ZE Kk = 5%

@ P I HEE R S IR ik 7 25 1E AT BH 2K

@ EEO~OF, H RGN 1R S X )N S BCEAF LX) R SRR R P 2 B LA
M1k,

Original database Blocked database
Al B|lC|D A|B|C|D
1(1]1]0 Blocking 1{1]1]0
11ol1]1 algorithm 11ol2|1
0o lofof1 " |2 lolo]t
1({1]1]0 1 1] 1[0
1{of1]1 Ifof 1|1

The confidence of A—C becomes an interval
60%<Conf(A—>C)<100%

Fig.4 Basic idea of data-block method
K4 Bl IR VR AR A AR

2122 MAIEVE

£ B BH ZE 3k mh I ) SRR P2 AN AR B2 el TS IN Tl 5 i AT — 5 B AN S e, (4 B — U A0 S 45 R A
ELAR LA T AN E R DT T I A G SOHR B2 MR — IR{EL AR 1 T SR EEIX (1] [minsup(A),maxsup(A)], 26 7,
minsup(A)& 7R A H FITAT GO I (18 A 10 2 <1 R0 55 B 7 (9 R A8, T maxsup(A) & s A HR BT AT T TR AR A
VB (R 55 I o IR LA RS TR0 A B, AR A I\ — A 157 B R (B AR o, T A P X () -

[minconf(A—B), maxconf(A—B)],

H:H minconf(A—B)=minsup(AUB)/maxsup(A),maxconf(A—B)=maxsup(AUB)/minsup(A).

2B A FIELIN JHTARE SR FE DX T B0 B R A5 00 0 A R DX T 0y B St AR A B R AR <2 B AN
TN DT BT SR TF AR 53 15 R0 00 B0 AN 0 S R A0 B 2 224 R0 ) SR B DX T) R SR T e/ SR B
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(minimum support threshold, fij FX MST)E & 5 & X 7] T FK T 5/ & {5 B B {H (minimum confidence threshold,
TRIAR MCT) I, A D K4S 21 T KA 3 B 07 i SE L ) A—B (1 578 — &2 FRAIK minsup(AUB) I HUAE, DL AR
T 7y S 4 BE DK JB] 1 S R BRI minsup(AUB) B HUAEL, DA ARG 0 0U) 1) B84 B DX ) i =2 4 Ry maxsup(A) ¥
AR, LA R ARG 000 1) A5 B DX R] R 52 R T4 il A 23X 3 Fh 7 k.

(1) FAAR S 3455 B2 B2 B0 ) Y GTH (generating itemsets hiding) 4 y:2)

T ek AR ARG A D TR R ) ) AR ) SR X JR) T A L /N T MST-SM(SM kg 22 4= 120 1) Fy I 0 ) I i 9
PR AT GIHL ¥ 75 22 i 7k 1) BB W 1K £ G 2 R, A8 RS0 F 500 ) PP 400 S TRUAR 245 4 L. 15 58 0L TP IR TAR 3 K
J5E NS A 55 X)L B8 3 HE B, 88 JiE M e K 11 00 42 T 2 R e T4 e — S T v A 58 A #E R AT e K S FEFE X
)T S AR I, I N o 45 P .55 T 43 BEL 2 2 A AN S AT T R T e Z 0 B R i ) T A, S e Z P R T 4 L S
FE DR8] R 15 P HE, PR SRR Z I S 45 SR T I S5 4 K B T P HE A B — P R B Zrp B e KECHRFEIX
)T S A I, 5 F <2 AR K R e S ) 5 45 v B 0 X — i AN ST AT L B Z I SRR EE X AR S/ T MST-SM.
75 BH 2 58 FEAN 955 1 18— AN T0US  BE92006 58 Ly Hh I 4R THUER (19 32 488 FEE X I) N 57 BA B S Re e AT I 845 91 3R BHVE
6 SRR RE DX TB] 7T 5 K ) TG S B 2, A DR A A9 30 22 BB 45 SCRF e AT, AT e 8% BRI |h T B 286 3 28 00T H Al
TSR JIT 7= A 1) 470 T 558 T 5 328 36 e 0 1) 25, T it TR0 g G o 60, 55 1) T AR 00 20 DR S D 77 BRI T L 28 T 6 T %
Fo A TR BT 7 A= 1) 47 TS ).

(2) FAAR B A5 3 KA st B0 ) i CR (confidence reduction)ddi:]

CRG I T B A Flt B0 I U] r ) 452 1) S 457 5 SR AR A1 0 0 ) 8 45 1 DX ) 9, A T o 81 B sk R U e
(). 5T 10 249 R GTH AL VE AN [A] ,CRAF v e £ 0 ) 1 A5 44, 1 gk 2 A— B J& T BIF K A7 BHL 283X 2 A 4, 2
S AR FME AR B T 0 r i 25 2R A R 00 S AR A1 19 S e BE XD Fminsup (1) B 982N, D T 3 SO0
r A PR IX TR L S maxconf(r)d K1 55 R I ek Jek A 1R I A, RT3 2R A ARt I 110 5455 P58 B AP A 1P 52 11 . B
IR 72K AT B minsup(r)<MST-SM sk minconf(r)<MCT-SMH 45 B2 1 6 Az il s #5055 4T 88 5 )
TP S S5 3 K TP HEZL S T 8 U 7 3 CREGVE AT K 3 B B A 55 K STRFJE I [B) T S I T8 8 Js 27, IF
M J 11 5 5% JF G A0 31 Dt D1 55 5 1 P GITHARD VR A 7).

(3) PR A SR B UM U ) CR2 AR

CR2 SEH FH <2 A BN P 22 P o IUAE 07 A 35T, AUt R 4% 2 macsup (1) 0 47 86 70 AR 0D rfF 2 435
X [8] T Ftminconf(r), i F KOs K r (¥ B .45 58 — AN e, 550000 00 AR BES 4 SRR R ZE AR RS S8 A
RN ST UM T P A T a S E T ARG 3 B S T 2 10 45t
TFUEs Ak P2 55t A SRR AR v 118 00, 3 A 2 B g 0™ ) 0 A 5 ke k2, AT 442 v | 1) S A B X ) | 3¢
maxsup(l,), B A HE I r i) B 5 B2 X ) Fminconf(r). 52092244 04T Elminconf(r)<MCT-SMI 4% 11 78 % 7 i, L%
S AN 5 4 SRE R G A PR 5 55 A ), T > AR IR L8 8 43 S HL 58 A SCHFr I 55 b B T IRE R
07 R, 2 Aol M U 4] S 458 B IX )b S maxsup(r) 4 7, 138 1 -5 SO 0 r i) A5 B X 0] | S maxconf(r)$& &, X & AN
A5 B B )% B o ST RE R ZE AR LSRR R IR 2 S R IS DL — A SR SRR
(e[ AN, AT — A I AR P e ke 3 AT A5 06T B0 P2 1) XL 2 /0N, DT AR T JEL A 08 D) 4] 7% 180 55 W

T 2R HH B FR) 5 T 0000 BEL 26 5 R R AT DG T B ek P S92 SR [26] 88 Hi ¥ MCR 5%, MCR2 8,4
BETE CR BEM CR2 BEMEAE b5 N A0 S VEAL 2R 450, 70 4 — ik B A5 LB 2K /N BHL2E 7 2, BAUsk /s
BB PR R D BN T T 2 S, DR E S B PR (%) T T N X S ARy il T U ) B R VM R e R STk [27]
P TR AP BHZERY ISL B E A DSR Sk, H - R5UB 0 % 10 42 1 B,
2.1.3 Ml EAA
2131 AEAEAR

AFUR - B0 2 80 30 R BB BH 2 925, 0000 T R v 2 — ol LI 1 BB D Bk 7 725, - Chen 45 A 7E SCHR[28]
PP AN T3] T 250 A e v R A BH S VR T T A I A ) AR 518 SR B R R ), Bt T AR 0k ) B A AR
T LR B £, AN 54 B S 42 H H IR I BB R, 1 S R A U AT U6, AR )5 A BB IS IR R o
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e A A el B A D S A 4.

WIS TR P8 B TR A SR D1 S5 A B BUFS T R KPS T S e VA A5 FIFS2, 4%
Ja HFS2 HH A e fia) TEAG N s SR D2, 4 0 S I Bt 2 KA L b £E Chen & A i S5 388 H 1R 2 T BE G vk
1) FL R T VA R AE T H P ST R A AT SR B M S AR B 5 NFS T RJ LU HH OQIPGAI U 48 15 R, 25 18 B I 4R W) 1) 0 %
KAFST ot — A7 SRR R M SE TG A% FS2 R4 Wb i IO S5 A i FS2 #E IR SC IR I 5 R-Ry,
R 25 BRI ) i F) AR AR O IB U B ey P 5 AT DL Hh B0 TR A 9 A0 0] A0 X IR U S T, 6 5 P20 B

@ BEATEVE—— D] R A D530, X IR A8 50, 7 26 0 T A il A2 e L7 2 1 SR IEC R U A 95
BRI, AR T E 22 3 A 455 AR U .

@ S fia) ¥y B e —— dii e (R A e i) g M 2.

Frequent set mining

S
B

Pattern sanitization

F2  —
[ e

Reconstruct dataset

Fig.5 Basic idea of data-reconstruct method

K5 Hodls B I A A JUAY

2.1.3.2 Mgk

(1) TUERMIRUEAE

I={iy,in,..in} 2 KA A3, AR XN 1K) 48, W R XL AR KA J0 30, PR O k-JE 1K) — ST SR B AT 1 42
H AR P().D={ty,t,.. .t} FE 55 4L FTAT R LU D H 42 41 1 1) S50 K S P 5% 38 (1 46 50 3R ) M B 17 IR 25 1)
P()_E (S JRUER A, T AR T PR T 85 55 L7 SR M S DR IEK, T AT IUUER 1) S LA 3 T A% R R A 4. 3
MR (2818 Hy 17— ol REL IS 109 J00 B A% 375 06 S0 R0 7 5 TR ) S 2 R B X IR R ) 1 A gt 5 it B2 4 98 i W Al
W 7R S5 165 LSRRI AR 110 S R 50 4 R S IO A% v - B T A 5 £ Al 00 5 160 SR 80, BT TR A il 2 —
VR AR T — BUME R FR L TR ISR % T 1O SRR U B0 N T S S e A R AR U O TR A AR
T B G AR B A T A v ) TS X ) SRR 1S 1 B 30 S2, W) TG 4% Hh X1 T 1 41 1) S RF S0P ZE Bl 2 ik
/DS1-82, M X BT AT 4R SCRPEOR 182 (K T BB X — FEREAT ¥ U, (8 L SR BB AR 2 S2 40 B, SRH X
M SCRPECERST B v 282, WIX Y BT A7 1 SR M AR A1 It 2 498 i S2—S 1. 470925 T A b X I vl ) B A 5 I 4 512 it
TEVE(E BIE ST RFH0), L2 BT SRR 7 A= (10 S IR U AN B 55 SR U o

SCHR[2814 H R TGS I UL 512 AT 68 T TR A% 18— B0 O 3% 0™ A 1, 0 468 5 ) B AR A 1) T 4K
A AT EAT VAt X i AR OGN U R 50 A ot 5 AR LA K% 2 ] 328 96 G TSR e A1 i R 45 HH R AR IR 9 3
BRI A Dby — ol 37 1Y RE B R OGS T 300 e 5 3 e oA I R U, P00 R A 375 0 0 o o0 4 30 S I R £ A0 A 47 1
S R I T b, A T e W ) 7 9 T A G B T U P O R OB AR /O AT, TR I, AT Bk AR
b T ORI ) 28R T ANA5 R e R 0 3 R D v e ) AR B e e S 6 5 SRR e o s b B
DA _F 2 A B R S DAL T A T A3 e, 1 D — oo (0 S8 i, AR AN A7 A2 AR oA A s D i T
R B UE R — 288 A sCRE I BT AR B A S ASUSY P 8RS 0 i O A A Ay b b e 6 e e 4900

(2) It is SR AR Sk

20 S IIE I e SRR L, e 1) A 3 500 . A6 JFG A 45 2 PR B B IUER S FL S P 0 OR O HL el A 3 e
A A P 4R /N B L1 o SRR A S 1) A0 5 30 A1 25 ) e 0 ) 0 930 5 4 T A Pl ). I 1 430 K 0 4
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P S —ANNP o5 4 ) 5 124,

H 7, T 5 1) AT S A ) AT T SR T A TR SCHR[36,3 718 H T i T R R R 1 vk, LA
PRI AR J 7] 450 T A 42 0 .2 5 A A 3 — S 55 B R i B T A R 4 T A I £ TR SCHR[38]
P2 T 3T FP-tree [ R 10 A0 B TAR F2 39 7 v A5 By T~ vh R 4F 18 3 R 2RI, 122 7 v B M A0 26 Ti £ P Jelt 48 31—
ANV A A TR AE 2 TR (1) FP-tree, 2K J& (1 FP-tree PR3d A2 T ADLilG A2 H b 20 TR 1K B0 122 gl RS 1 I 10 A0 5 T 42
AU 5 ,Calder £FSCHR[3S]H 4 T — P 2 (7= Az -0 75 105, DA DA 45 5 10 400 28 00 4<% 0 A0 7K 1 Bl Ay
T — AN B P BT U <K 2 48 SR T8 T 55 B b 3 B < AR - R HE BT KT b A i BN A f, S
BR[391HE HY T — o T2 B (99 5040 122 A B AV, LA I b s 00 0 ) 3 — A0 PR, T i < D e Fe VL — 41— 4
bR 38 B AR 7 < AR - A B R 3K P R SRR B AR AR R D B AT A T e T e A g R A R
W H T T RE S B A IE . AR R R e S 1) AR TR F A ) AT A AR

FEBRAG O T, 24 BT A A0 T A R AR A5 T 1) S RE S U AR 25 55 4 R R Bl 45 STk [2811F WA T il
T AR A ks I A0 TOUAR (1 SR 08 L) AR B2 10— — 0T RO R FF4A HE T G TAR SRR LI AR % )R
i) ) e 5 A0 A0 v, L A S AR R 40 T A A% v 5 T 402 11 S 5 4, o 5 4% TR (9 34 T4 (i A R Fr s S vh &
O B B TR I 5 25 B0 R A o B I TR A 0123 1)k T, B g R TR 4 K O T B — SR TR (1 A
BHRBRE TS k TR S T ISR AR G AR R TRAR I 34 45 1 ISR ol 2 S AR I 34 SRR T ik ik
W k=1,k=2,...,1 2% TUAE (34 18 B 50 AT T4 6 48 Ay 1k, DA T 1 380 5% 7 P 50 0 41 12 SRV 1) i 48 A2 TR A
e A TOUAE 1) SRR RO T 0. 22 AR A S TR (1 2 R BOR B I 7R — SRR BRI 00 T AT R A S R A HE 3 7V, WG
S T A T AR R S AR P A U R AR A S T AR 1) SRR B 308 7 R I S 5 1 R R B 4R
2.2 SYEEHIM B B3R
2.2.1 B EATE

Natwichai 75 3CH#R[29,30]H £ H T3 T~ PR ST f i) 25044 H00CHE 4 1% 3 SR D00 Bk g v, an 181 6 BT s % i1
RBUS RS 5 56 2T R0 1) 23 2R 5500k FH B 45 o 1 B B 1R A5 23 S 4R 5 25 Ak B0 R0 U A3 FH 4 0 A
BN 1) AU 3 S T Ay 3 — A B AR 2%, B R SR 5 S A R SRR ) — AN SR B AR R 43 S R D
LACITE

- sz;ﬁ:ﬁ:;on ... Sensitive
|:> rule

3

4
Dataset Decision tree
reconstruction construction

1

o :
/ 4

Fig.6 Data reconstruction method based on decision tree
Ko JET e e i Bl EAVE

E S T B T A AR 2 SIS R D) R 9 R A B A A 25 BRI e SRR g St A R ol e A Bk R 3
R S A o A R R 2 1 R R S R SRR T 30l ) B U e ke SRS A 3 A R SR AR A 1R
H b 2 25

(1) PSR SE

AR e SRS A S o o T PR A A G KD AN T, BT PR AN ] 10 e SRR Ay S B0 — ol i Natwiichai 50 4)
TESCHR[29]H £ HA 1 238 T M0 ) 42 11 0 S5 44 44 2 59: RDTCA (rule-based decision tree construction algorithm).i%
SR ey S R SRR P AR PR I A R S R ) AR 9 SR 4 A s R D R R D 1) 2 5040 A1 1) ) ) At
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FW. Ty —FhZETE RDTCA Al b8 Je 6 20t 48 vh 8 1k A% S0 8RR A0 5 LN PR S ARG 1) 4 2 3o 7 7 SCHR[30]
P2 HR 119 2 T R0 DU R0 e A B M AR ) W SR B Y 5795 RGDTCA(rule & gain based decision tree construction
algorithm) 4 Y S M 45 AE AR AN 1A, 535 JE GURR RN )38 60, 365 it 4 it 4R v &% M IR 15 B 1 7 A5 B 1Y A
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Table 3 Comparison of different methods

*3

AR T LA

Data sanitization

Pattern sanitization

Sampling

Data-Distort

Data-Block

Data-Reconstruct

Data-Sample

Privacy breaches

No privacy breaches

Many kinds of
privacy breaches

No privacy breaches

No privacy breaches

Algorithm complexity Simpler More complicated Complicated Complicated
Character of shared Contain false . Keep some pattern
database D’ information Some uncertainty characters of D Sugget gD

Controllability of hiding effect

Indirect, not easy to control

Direct, easy to control

Difficult to control

Applicability

Known association rules, frequent
itemsets and sequential patterns

Known association,
classification rules

Potential,
unknown rules
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