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Improved Coppersmith Algorithm Based on Extraction of Row Common Factor

WANG Yunfei LI Guangsong
( Information Engineering University Zhengzhou 450001 China)

Abstract: In a seminal work at Eurocrypt1996 the polynomial-time Coppersmith algorithm has been
proposed for finding small roots of univariate modular equations. This algorithm is of great signifi—
cance to the security analysis of publickey cryptosystems. In this paper an improved Coppersmith
algorithm is proposed based on the structural characteristics and element properties of lattice basis
matrix. This algorithm can effectively reduce the running time of the Coppersmith algorithm by suc—
cessively extracting the common factors of the row vectors in different blocks of the lattice basis ma—
trix. At the same time the compatibility of this improved algorithm with a preprocessing algorithm is
proved and combining these two algorithms further improves the efficiency of Coppersmith algo—
rithm  which can be up to 22. 64% higher than the original Coppersmith algorithm.

Key words: Coppersmith algorithm; LLL algorithm; lattice reduction; common factor extraction
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