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Research on Unified Identity Authentication and Single Sign on Integration

LIANG Jianhui, LI Shichun, HE Jinggang,JIANG Songnian and PU Wei

(Information Technology Institute of China Railway Lanzhou Bureau Group Co.,Ltd.,Lanzhou 730000, China)

Abstract In view of the current situation that railway enterprise staff need to memorize multiple sets of user account in-
formation when using multiple application systems, this paper designs a unified identity authentication system for railway
application system users based on the user data of the railway unified user management system. The system uses technolo-
gies such as single sign-on, Token, Cookie, Session sharing, etc. to realize the functions of user information and applica-
tion system separation, unified user management, unified authentication, one login, and sharing everywhere, fundamen-
tally solving the problem of repeated maintenance of user information in different application systems, enabling users to
access different application systems more conveniently, and ensuring the consistency of user information between different
application systems security and sharing.

Keywords Single sign on, Unified identity authentication, Unified user management, Certification platform, User infor-

mation sharing
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