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Abstract: Pseudonym based authentication algorithm is an effective method to protect the privacy of
Vehicle—to-Infrastructure(V2I) communication. Conventional solutions based on Certificate Revocation
List(CRL) bear large overhead on communication and computation. Therefore, Lightweight V2I
Authentication algorithm based on Cuckoo Filter(CFLA) is proposed in this paper. In CFLA, Local
Trusted Authority(LTA) assigns a set of pseudonyms to all vehicles in its region. The Merkle Hash Tree
(MHT) is employed to maintain the set of pseudonyms associated with a vehicle. In addition, CFLA
algorithm leverages Cuckoo Filter(CF) to reduce the storage, computation and communication overhead
associated with the CRL. Security analysis demonstrate that the proposed CFLA is robust against man—
in—the—middle attacks and replay attack. Performance evaluation also shows that the proposed scheme
has a significantly lower authentication overhead than other related schemes.
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Fig.4 Process of RSU authentication by vehicle
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F(PUyy,) € NCFrgy, 45V, TR B F LTA, R B . Algorithm 145 I IE i 72 .
Algorithm 1:V; authenticates PUg,
RSU periodically broadcasts beacon message(/D gy, PUggy, 1)
Upon receiving the beacon message V; verifies PUgg, as follows

1 Checks the freshness of received message using 7;
2 if ¢ is valid then

3 Looks up into the positive CF PCF g, and negative CF NCF,y, for F (PU RSU’);
4 if F(PUuy) € PCFyg, then
if F(PU,,) & NCF,q, then

PUyg, is considered valid;

5

6

7 else
8 PU,g, sends message to LTA for verification;
9

end if
10 end if

11 if F(PUyg,) & PCF g, then
12 if F(PUyg, ) € NCF g, then

13 PUpgy, is considered malicious;

14 else

15 ¥V waits for updated CFs from LTA;
16 end if

17  end if

18 else

19 Drops the beacon message;

20 end if

% F(PUpggy ) RAE PCF gy W, #E— 2 FIWT F(PUpgy, ) e B 7E NCF gy W o M1 F(PU,gy, ) € NCFygy K PUpg,
B AW, 45 v, 55 Ff N LTA BT CFs.

M RSUGE i 4255 v, IS, AR50 v, ) RSU, & 2% 50 UE 3 5o 14 B Mes_aut. ZJ5, RSU X440 v, 47 56000F . 78
K Mes_aut 60 & 440 v, (01 44 PID, . 18 8GE A MFV . PCF, (WA 5145 B,y . RSU, [ ID R B0 [ . RSU,
AU MEV AT 35 2 B4 1) MHT,

I RIETH B Mes_aut #9224, 4240 v, 78 6] RSU, AL B i 2 Mes_aut 1, ] RSU, i 2 HI0) HoE A7 i . B,
HRSU MR RS, UM A C IR o, RSO BN A

RSU, T S B UE V5 Mes_aut (9 RCHE o 247 B BRG], RSU, AR MFV #1 PID,, 355 4250 v, Xof B 1) MHT,,,
B )5, RSU, #|Wi MHT,,, (W18 8L F (MHT,,,), K AME 515 B, #iIkF(MHT,, )& & #8 A0 Y () PCF, Fl NCF,
tr, B 3E T FE 40 Algorithm 2 T s .

Algorithm 2:Authentication of V; by RSU,
V. sends E((PID,, MEV, B,,, PU,, ID g, t.), PUyg,) to RSU,
Upon receiving the above message RSU, verifies V; as follows
1 Decrypts the message using private key PRy ;
2 Checks the freshness of received message using ¢;
3 if ¢ is valid then
4  Calculates the MHT,

root

value using MFV and PID,;

5  Looks up into the PCF, with B,, and NCF, for F(MHT,,,) corresponding to V; ;
6 if F(MHT, )ePCF, with B, then
7 if F(MHT,,,)¢NCF), then;

oot
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8 V:is considered valid;

9 else

10 RSU, sends message to LTA for verification;
11 end if

12 endif

13 if F(MHT,,,) ¢ PCF, with B, then

14 if F(MHT,,,) € NCF, then

15 V. is considered malicious;

16 else

17 RSU, waits for updated CFs from LTA,;
18 end if

19 end if

20 else

21 Drops the received message;

22 end if

% F(MHT,, ) 1€ PCF, %, #t—HWi F(MHT,,) J& & 1€ NCF . %5 F(MHT, ) R7ENCF,, WK 245 v, 4 3
# F(MHT,, )1 NCF,, WRB)LTA, Jf[7 LTA & 2%RBhH B .

i F(MHT ) N1E PCF, W, it — 3 FIE F(MHT, ) S 546 NCF o %5 F(MHT o) 1€ NCF,, WA R %45 v, 5K
% F(MHT, ) NTENCF,, L% 15 LTA %t CFs ) 58 .

3 MRS
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4o WA, CFLABIAfEm(G s T Sy 4 . Nk, RIVERTA RSUs @ g drily , o 07k %7 U440 B 52 1D

2N

H o o
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AR A A B, #RR % 5 1 B %% 2 RSU. HUA LI i RSU A RE A% TH EL . B AHTH S e B0k ; )
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PHAT RSA-1 048 bit B fifk 25 B AE T IHAE RIS 0] 5 Ty o RN THAT RSA-1 048 bit 0 UE A B I FEAY IS 8] 5 H e 7m PhAT
SHA-256 H 51| 45 AF JT JH #E B B[R] U4 T3R8 AT m SR 45 A FT JH B B B 8] 5 T 78 S04 T Map-To—-Point H{ 51 £
YERTTEAERIBT 8] 5 Tpan 72 78 PHAT RULR M S A T I AE OB 8] . 36 1 45 11 CFLA . LIAP ., HDMA 5 4k fl1 % F RSU (¢
1 %AUE(New and Efficient RSU based Authentication, NERA)F 7% 5¢ B TE 1 FF 45 o

#1 CFLA .LIAP HDMA FINERA &1 U GIETF4Y

Tablel Authentication overheads

algorithm vehicle end RSU end
LIAP Ty Ty 3 Toar Tyt Ty 3 Toar
HDMA TRSA7V+TRSA7D TRSA7V+TRSA7D+TRSA7E
NERA Tyort o3 Tour Ty T Tairot3 Toar
CFLA Trsa & (log n+1)H+Tyg,

TE CFLA B3k, B4 eHE PCFrg, M NCFyg, AR, #F1M 50E RSU B A . BEfE, Z4im RSU &K 8,
RSU H-4F E 4736 3F . BI 4% F1 RSU 3@ 15 36 3F CRLs, SCEUAHEIAUE . Nk, FEAHE A UESE R, 24 r= 4
(8 TF 45 K Tysn s RSU S 7= A2 09 FF 85 0 (logn+ 1) H+ Tysa - Foth n R84 — W 4 40 B 19 18 4% 8. A 1L T LIAP,
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Fig.5 Time consumption for RSU certificating vehicle Fig.6 Time consumption for vehicle certificating RSU
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