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Analysis and Technical Research on IoT Security System

CAO Kan

(Unicom Digital Technology Co.,Ltd.,Nanjing 210000, China)

Abstract With the rapid development of the Internet of Things business, the security problem of the Internet of Things
has become more and more prominent. In recent years, there have been many Internet of Things security incidents at
home and abroad, such as DDoS attacks caused by cameras being breached, and tampering with unencrypted water meter
data transmission. The research on its security system has reached an urgent level. The Internet of Things business in-
cludes multiple levels such as cloud, tube, end, edge, and use. This paper attempts to start with the security protection
system and security technology research, study the security risk points and countermeasures of the Internet of Things,
and apply them to practical business.
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