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Fig.1 Traditional remote dialing structure
diagram of power system
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Fig. 2 Structure of electronic safely dialing
and authentication system
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Fig. 3 Function architecture of electronic safely dialing and authentication system
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A Digital Certificate Authentication-based Electric Power Safe Dialing Authentication System

QIN Chao, ZHANG Tao, LIN Weimin
(State Grid Electric Power Research Institute, Nanjing 210003, China)

Abstract: In view of the demand for security and protection of the electric power remote dialing system, an in-depth analysis is

made of the possible hidden dangers to the system. An electric power safe dialing authentication system based on digital

certificate authentication is designed and implemented. The technical characteristics of the system are dealt with such as its

capability of certificate verification of both the dialing client end and the dialing grid and client end creditable access, data

encryption and signature to avoid sensitive information leakage and distortion, while performing fine grained access control and

user behavior auditing, effectively solving possible security problems with the electric power remote dialing system.

Key words: challenge handshake authentication protocol; public key infrastructure; certificate authority; encrypted tunnel;

smartcard dual factor
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