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Fig. 1 Logical structure design of system
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Fig. 2 Design of reuse encrypted tunnel
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Fig.3 Encryption structure schematic diagram of packet
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Fig. 4 Design of securely gapping and filtering module
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Fig. 5 Topology diagram of physical application
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Design and Implementation of Safe Access System for Electric Mobile Operation Based on PDA

QIN Chao'?, ZHANG Tao'?, LIN Weimin"
(1. State Grid Electric Power Research Institute, Nanjing 210003, China;
2. China Electric Power Research Institute, Beijing 100192, China)

Abstract: An in-depth analysis is made of the possible hidden risks to the traditional access system for electric power mobile
operation based on the personal digital assistant (PDA). A safer access system for electric power mobile operation based on
PDA is then designed and implemented, with its architecture and components thoroughly analyzed. Capable of such functions as
certificate verification of both the PDA and the safe access system, data transmission security, safe access control, network
separating and data filtering, real-time monitoring and audit, etc, this system can effectively promote the security and

protection of electric power mobile operation.

Key words: information network security; electric power mobile operation; personal digital assistant (PDA); safe access

system; secure digital encryption card; public key infrastructure; dual factor authentication;safe separation and filter



