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Fig.1 Security required by applications
based on digital network
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SECURITY AND PROTECTION OF DISPATCHING AUTOMATION SYSTEMS
AND DIGITAL NETWORKS

Wang Yimin, Xin Yaozhong, Xiang Li, Lu Changyan, Zou Guohui, Peng Qingqing
(National Electric Power Dispatching & Communication Center, Beijing 100761, China)

Abstract: Special requirements of security, reliability, real-time and privacy for dispatching automation system’s different
application are analyzed. In this paper., security protection system is raised to set up to assure the safety of dispatching
automation system, which includes two aspects: (I ) dispatching dedicated network should be constructed directly on
physical link circuit at the aspect of network technology architecture. (I) Necessary technological measures should be taken

via practical means and strict network security management rules should be laid down.
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