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An Access Control Protocol for Intelligent Electricity Consumption Information Acquisition Terminals

TANG Liangrui', LI Rongrong', ZHAI Feng®
(1. State Key Laboratory of Alternate Electric Power System with Renewable Energy Sources (North China
Electric Power University), Beijing 102206, China; 2. China Electric Power Research Institute, Beijing 100192, China)

Abstract: In view of implementation demands of the intelligent consumption information acquisition system, radio frequency
identification (RFID) technology is applied to ensure acquisition terminals management. To solve the numerous privacy and
security vulnerabilities in the process of terminals authentication and information transmission in RFID systems, an access
control protocol for intelligent electricity consumption information acquisition terminals is proposed. The novel protocol is
divided into two stages, the terminal identity authentication and the terminal information access control. The hash function,
the private key and the random key are employed to ensure the privacy and security of messages. In order to satisfy the
demands of actual information collection and terminal maintenance, the reader’s operating authority over the acquisition
terminal is taken into consideration, which ensures the security of the terminal sensitive information. The non-formalized
method analysis indicates the new protocol can effectively resist as many as 6 kinds of attacks including the blocking attack,
spoofing attack and recognizer illegal access attack, and it ensures safe access to acquisition terminals as well as legal operation
of terminals information, which will improve safety protection level of the electricity consumption information acquisition
system.
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