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Fig. 1 Coupling relation between power grid and
communication network in distribution
Internet of Things
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Fig.2 Construction process of cubic sample matrix
for 3D-CNN
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Fig.3 Three-dimensional feature extraction network and
hierarchical softmax classifier
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Table 1 Structure parameters and hyperparameters
of feature extraction network
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Table 2 Structure parameters and hyperparameters
of anomaly identification model
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Fig. 4 Output results of full connection layer
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Anomaly Identification Method for Distribution Internet of Things Based on
Three-dimensional Convolutional Neural Network

YIN Haoran"*, MIAO Shihong"?, HAN Ji'*, WANG Zizin"*, MAO Wandeng®, NIU Rongze’

(1. State Key Laboratory of Advanced Electromagnetic Engineering and Technology (Huazhong University of Science and
Technology), Wuhan 430074, China; 2. Hubei Provincial Key Laboratory of Electric Power Security and High Efficiency (School
of Electrical and Electronic Engineering, Huazhong University of Science and Technology), Wuhan 430074, China;

3. Electric Power Research Institute of State Grid Henan Electric Power Company, Zhengzhou 450052, China)

Abstract: The power grid and communication network are highly coupled in the distribution Internet of Things (DIoT). The
anomalies of a single network interact with another network, which may lead to the expansion of anomaly range. However, it is
difficult to comprehensively and accurately identify the types and locations of the anomaly source in the DIoT by using the
information of the power grid or the communication network alone. Therefore, this paper proposes an anomaly type identification
and location method for DIoT based on the three-dimensional convolutional neural network (3D-CNN). Firstly, the communication
flow characteristics of DIoT are analyzed and an interactive simulation model of DIoT based on Simulink and OPNET is built.
Secondly, a 3D-CNN oriented sample construction method is proposed, in which the electric parameters and communication flow
information of each node in DIoT are composed into a feature sub-pixel, and the state of DIoT at each moment is represented as a
feature frame, thus forming a cubic sample matrix that contains the anomaly process of DIoT. Thirdly, a deep learning model is
built, which includes the three-dimensional feature extraction network and the hierarchical softmax classifier. By extracting and
identifying the abnormal information hidden in the cubic sample matrix, the type and location of anomalies in DIoT could be
determined simultaneously. Finally, the model is tested by using abnormal data of the IEEE 33-node DIoT. The results show that
the proposed method can precisely classify and locate the short-circuit fault, communication interruption fault, and protection
maloperation and rejection caused by abnormal communication data.
This work 1s supported by State Grid Corporation of China (No. SGHADKO0PJIS2000026).

Key words: distribution Internet of Things (DIoT); deep learning; interactive simulation; anomaly identification and localization;

three-dimensional convolutional neural network (3D-CNN)
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