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Fig.1 Architecture of in-depth safeguard
based on perimeter security
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Fig.2 Classified protection architecture
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Fig.3 Development process of cybersecurity protection
architecture in smart grid dispatching and control system
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Fig.4 Overall security protection strategy for smart grid
dispatching and control system
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Fig.5 Basic principles of trusted computing technology

50



23 HMAEEHRSZEWEITEES

A= I = = 5 NI S VA 1 D3 o e s
FERL o B T4 A S0 % ARSIk 1 S e RE ) L SR
THE LI 5T F R 45 20 5% 19 4 B nl ) ] 42 22 42 n)
& . HL TS T 8 0 15 2 S B R D) O B 4
il 2R G0 2 4 G PE A A% 0 » R AT A5 2 1 A 1 5 e 5 T
5 RSB, HoAZ D D) e v 5 91 = e B M i
& .MAC.MEC FIRI {5 M 45 & 42 . F &R R 450 W
K6 TR .

e | ERERREERR ) [
ﬂ%ﬁﬁ:::§>nm%; R Tl 5 MAC
T |

e T ™
i> o2 | AIHUTRYT A {1
WIS ettt | MAC | MEC | gy

Rl = i [l ] [ | [ |

Boe BAAGEHAEZBIEAKREN
Fig.6  Architecture of electric power trusted
computing platform
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Development and Process of Cybersecurity Protection Architecture for Smart Grid

Dispatching and Control Systems

GAO Kunlun', XIN Yaozhong®, LI Zhao', SUN Wei*, NAN Guilin®, TAO Hongzhu®, ZHAO Baohua'
(1. China Electric Power Research Institute, Beijing 100192, China;
2. National Electric Power Dispatching and Control Center, State Grid Corporation of China, Beijing 100031, China)

Abstract: The development process of cybersecurity protection architecture for the smart grid dispatching and control system in
China is analyzed and summarized in three stages, namely, in-depth safeguard based on perimeter security, business security
based on classified protection and active safeguard based on trusted computation. Then, with the current rapidly changing
threats and the new situation of national cyberspace confrontation taken into account, a new generation of grid dispatching
control system security active safeguarding architecture based on trusted computing technology is proposed. The purpose is to
achieve a trusted computing environment, trusted application behavior and trusted network communication. The architecture
proposed is characterized by security and immunity, and has security and controllability as its objective. The core safeguarding
technologies are described.
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