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GROUP ENCRYPTION COMMUNICATION AND GROUP
SIGNATURE-AUTHENTICATION OF POWER SYSTEM

Shi Kaiquan', T. S. Chen®
(1. Shandong University, Jinan 250100, China)
(2. Da-Yeh University, Taiwan, China)

Abstract: We assume two groups in power systems and that members of each group all have common economic-technology
interest and legal liability. The group encryption communication and group signature-authentication of power system with
above characteristics are put forward. The mathematical structure of group encryption communication system, encrypt-
decrypt algorithm and the generation methods of group secret key, group public key are given. The algorithm of group
signature and group authentication is presented out. The proposed group encryption communication and group signature-

authentication of power system has the universality of engineering application.

Key words: power systems; elliptic curve; group encryption-decryption; group secret key; group public key; group

signature; authentication theorem





