U ER TR

2022 4F 5 H

Electric Power Engineering Technology

T4k FE3MW 14

DOI:10.12158/7.2096-3203.2022.03.002

VI e 90 24 B B W 1 2 4R s il 2R 0 U A8 7 1

B, TE mEm?, HAR, B
(1. R R T REBE, VL7 FE 210096
2. FEERSE A (R R BRI ) A R A Y95 it 211106)

i B2 RIENAAREAR)RAREURNTEETNELG X AT NRBIE R A RNE L ELERTEH
WEIER, AT ENIFERERAE X NESEG TR, G N iFE T R RS H R W& &S R e
B, LR B —Fi R ML EH AR RGNS E T R, XT AR TRIZRAGN EREM; K)a, A3
FHE HEFTRKEBERINABESH TRIEREAMRS B K FE L0813 69 M &2 F R & 3ok, KA T4
BB R WA W Bt ) R AT S0, 2541 Petri M 22 569 ML I AR & 450/ 2 %40
W& R AMERER R )G , o MB G RAERAME, A & G fe £ IR R AT G T, HHT EF
BATAR W B2 2 AR UL 69 RS, BiE T AT3RAE A 69 7 stk

KR AR T IEH AYh; MBS E; B R0 B Rk ; Petri B ; KU+ F-4E

HEHES  TM715 XEkFRERY : A

0 3|8

Wt RE U ELIDE 0 (9 AN T KR A5 R R S0 % 4
ST ARG MA TR, HHEERER ML
Tt HA IR A | B St R MR 1B ) A9 4 A, 8
T O FE K2 A0 L T R SR AT B Y
FBRY . weReEN RS (RERG) ERR
EFE O AT R J2 47 B HH B 2k, 52 B R RLAL LT I
RS AL S . T AR R 2 R Ak
KA 8 M2 Tl B B R GE ksl RS, TR
P9 3 I L R AR A2 AT IXUR ) DR B 9 R s R
52 W25 Bk 9 XU Al 5 vk BT 2R

RGBT H A AR W 2R G B A m]
153 F A n] FAYE IR 5 B A DL R i R PR 1Y
W ety o Rk EL T R G s e g
FOR MG B 2% 45 FE BT A A Petri 0 25
Jridio (1) ey IR Y5 ik oo A7 ok 2 XA AE 1%
Al AT AT O, R B PrA R B X H AR
M Ae . SCHR 12 J4R T —F et i o 0 £
BRI o G AP AV 1Y T i PR 7Y (L ke
ZRE B ARGl B i R BEPE M s SCHK [ 13—
15 1R FH By 9 05 325 AR 5 M 0 K 190 ) s 5 12
{EL 2 3o B el i 2R B8 50 A 5 SR 16 1 2% 18 I 2 g ol
Xt R T ARG | B T el P 1 2% i 7
IR AT, AL PR AL 00 2% T it XL R G Y

A% B #7:2022-01-12 ;149 B 47 :2022-03-27
AT A B REEAL R F A B (2017YFB09030) 5
R, A7 [ 8] %30 AR B (5100-202040440A-0-0-00)

X E YRS :2096-3203(2022)03-0014-08

M, LR 0 28 T et S S R 3 I 25 R 13l £ B A
B E AT o (2) S R4 B B R A
RERHIAL A A s M R G KR AL FE 1T 0. 3C
FRL 17 ] R FHAZ 2% R 45 S HEA T HEL ) R GE KU DAl
M2 il A B A it 2 A>T T S R E
T ZAGETY LA B ) 2% 1) 2 3 BE 0 A D RUB 45 A, Xof
ARG YA TS IEA L. (3) BEh AR fi
PR SR it Xob 28 S8 1) 1) 268 o, R o 6 H
PERRAY 10, B S H AR 20 o 24> H b, I8 AT
NF TR B A5, WARTY 581 777 R e R
ARSIt . SCHKL 18 ] 3 T Bl B Y
T T i) R G AT IR DA 10 22 J 1k
JO7 BRI T W 268 Bl RO R {ELBR = 06 [0 2% 2 ot
TR 5 R AR H FMAERGR . (4) Pewri [l
A RE SR I AT | M4 R A 0 3R M B el i A
LESIC I RS VB w1 R NANINS s Fe (B | iy
W 2 SR RS 1 38 SOF AT, 16 T X
HCF RS R G A ™ o el DA 99 2% ek 1
189 5 B KA 8, 5 B 1 ) 4 X o ) R
G A TEITI o

W28 Wik oy A PEPEA & T 22 H s SR TR, 7
VA AR P S AR A RGR A B S B R
WIIHT LA B T2 U0 Ak RSO B 1R R A, mT LA
AR BT BARHEN R 22 R Z A AR P81 56 &% 12
[EZ-E R RREE s iR e LT 3 6

FTF LU, SCRE S TRIER SN
A 5 SR NI Xt R Bl 77 ARGt e 21 3 4>
FARE AT T AR 42 A A I 5 RS A2 v IR T 5 Y



15 BRME 2 3 SR 2% TG RO 10 4 AR 1 R G KB A T v

JRUBSE 55 LUK, 5 TR 2 0 20 B 125 08 I 2% T il B
RAEHATEAL, IF45 A i Petrd IS (1919 25 Bk By
AL IV SN VA LR U G R I R U Bt RE S
PRAEZR GE AN SE B 2 58 09 53 B B Uk 1 i i XU, DA
IR A R

1 RERFEREMERNE RS

TR GUIE N T PRIEH ) R G AE 8 B KA 3h
W22 AR I AT TR T 2 T B R ol A 3
A T S, S B R S DI HLAL DD B i B E o
BRIl nl S D RE A IR R S
1.1 BRIERFENEREN

RERG — B 2 B B 200 (5 Wl 1 4
TS, — RGP E | ME R
uli | FeAR o P ) ol AN ERAT ol 4% ok =2 18] i 3 &2
2M JE I B FHOG LT 8 4 4, AR s R gL = )7
ZERUNTE 1 ke MS il 3l 5 SS1—SS4 73 5l
A& APl s ES1—EST 50500 7 AT o

B1 RERFARN-RENTE

Fig.1 Schematic diagram of typical three-layer
structure of security and stability control system
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Fig.2 Susceptibility model of cyber attack incident
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Table 1 Evaluation criteria of attacker level index
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Table 2 Evaluation criteria of equipment management
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Table 3 Evaluation criteria of equipment safety
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Fig.5 Process model of cyber attacks
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Fig.6 Flow chart of the risk assessment of a stable
business considering cyber attacks
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Table 4 Fuzzy evaluation matrix of criterion layer
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Table 5 Fuzzy evaluation matrix of attacker level index
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Table 6 Fuzzy evaluation matrix of
equipment management
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Table 7 Fuzzy evaluation matrix of equipment safety
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Table 8 Evalution level of cyber attack events
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Table 9 Load shedding of each execution station
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Fig.7 Load shedding of execution stations
under different failure scenarios
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Fig.8 Risk value of execution stations under
different cyber attack scenarios
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Table 10 The impact of cyber attacks on various
execution stations on system frequency
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Fig.9 Risk value of execution stations in the
actual system considering cyber attacks
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Risk assessment method of security and stability control system

considering the impact of cyber attacks
QIAN Sheng', WANG Qi', YAN Yunsong®, FENG Ke®, XIA Haifeng’
(1. School of Electrical Engineering,Southeast University , Nanjing 210096, China;

2. NARI Group (State Grid Electric Power Research Institute) Co.,Ltd.,Nanjing 211106, China)
Abstract: The security and stability control system is an important defense line to ensure the reliable operation of the power
grid. Serious physical consequences can be caused by cyber attacks against the security and stability control system. In order to
quantitatively evaluate the impact of cyber attacks on security and stability control system and solve the problem that the existing
risk assessment methods do not fully consider the susceptibility of cyber attacks, a risk assessment method of security and
stability control system considering the impact of cyber attacks is proposed. Firstly,the hierarchical structure of the security and
stability control system is analyzed. Then,the risk points of cyber attacks on the stability control device body and device's inter-
station communication from the three perspectives of attack object, attack methods, and attack consequences are analyzed.
Secondly, the susceptibility of cyber attacks is quantified based on the fuzzy analytic hierarchy process, and a successful
probability model of cyber attacks for security and stability control system is established combined with the defense unit model of
cyber attacks built by Petri nets. Finally,the risk assessment is carried out on the standard and actual systems combined with
the physical consequences and the probability of successful attacks. The risk values under two conditions of normal operation
and cyber attack are calculated to verify the validity of the proposed model.

Keywords : security and stability control system; cyber attacks; susceptibility ; fuzzy analytic hierarchy process; Petri net; risk

assessment
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