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Abstract: Function execution context correctness is one of the most easily violated critical properties by OS
(operation system) kernel programs while it is non-trivial to be checked out. The existing solutions suffer some
difficulty and limitation. This paper presents a framework PRPF to check the correctness of function execution
context, as well as the modeling process and algorithms in detail. The PRPF has the advantages, such as direct
checking source code, no need writing formal specifications, low time and space costs, and perfect scalability, etc.,
over the existing techniques. The technique has been applied in checking the Linux kernel source 2.4.20. The
experimental results show that PRPF can check the correctness of function execution context as expected by
automatically exploring all paths in the sources. As a result, 23 errors and 5 false positives are found in the
‘drivers/net’ source directory. The technique is very helpful inimproving the quality of OS kernel codes.
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1 PRPF .2 .3
4 5 6
1
1. BF. KPI
2. EF.
3. TF.TF=BFUEF.
4. Call: TFxTF—{ Truefalse}.
Call(f,f))=Trues f1 fo.
5. TS
, CPU y
Linux Bottom Half Tasklet 1 FreeBSD (23l
Windows (e
6. S . ,
) Linux KPI kernel_thread(),
: ( , )
KPI reguest_irq(), , ,
. , ,  main(),module_init() ,
, , SFcBF.
7. LF. . ,
LFcEF. , , )
8. KF. .KFcBF.
9. Cs g:TS->CS,
CS={c:VceCSIpeTSg(p)=cAVpe TS Ice CSc=g(p)AVp,pe TSG(P)=q(p)<=p=a} .
10. Run:TFxTS—{ True false}.
Run(f,p)=True f p
11. Color: TFxCS—{True,false}.
Color(f,c)=True=3pe TS g(p)=cARun(f,p)=True.
, f p ., f c=9(p).
12. Run_Color:TF—2,
Run_Color(f)={ c:ce CSAColor(f,c)=True} .
i Run_Color f , f
13. NRun:BFxTS—{ Truefalse}.
NRun(f,p)=True f p
14. FColor:BFxCS—{ True,false}.
FColor(f,c)=True=3pe TSg(p)=cANRun(f,p)=True.
, f p ., f c=g(p).
15. Forbidding_Color:BF—2°5,
Forbidding_Color(f)={ c:cecsaFColor(f,c)=True}.
, Forbidding_Color f , f
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16. Lock _Color:KF—2°5.
Lock_Color(f)={c:cecs,c=g(p).p f }.
,Lock Color(f) f
2 PRPF
21
2. Build-PRPF,
1. . , , :
1.1 TS : ’ TSTS
, Linux , TS :enum
Linux_TS{ SOFTIRQ,HARDIRQ,KERNELTHREAD,...},
12 BF,SF KF
1.3 tseTS , (ts{sfy,sfa,...}),
sfie SF. ,  Linux , HARDIRQ
(HARDIRQ,{ request_irq()} ).
14 . )
: , Linux
kernel_thread int kernel_thread(int(*fn)(void*),void*arg,unsigned
long flags). , fn . ,
kernel_thread fn , . , FreeBSD ,
int pfil_add_hook(int(*func)(),void*arg,int flags,struct pfil_head* ph). func
, Linux nf_register_hook
int nf_register_hook(struct nf_hook_ops*reg), nf_hook_ops
, , KPI
15 g b Cs (ts,0(ts)),tse TS.
1.6 BF f, P, c=g(p)
forbidding_color (f). )
CS( ,CS=CS-lock color(f)), CS
(f,forbidding_color(f)).
17
2. , .
[17,18] EF.
. Build-PRPF.

Procedure Build-PRPF(P)
Input: Program to be checked,;
Output: A graph represents the runtime function call relation.
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BEGIN
1 Entrances=Find-All-Entrances(P);
2. Trees=J;
3. For every element ec Entrances, do
4, Build-Function-Tree(e,e);
5. Return Trees;
END
, .Entrances , Find-All-Entrances
, , Entrances
, . , C )
:main() . ,
. ,  Linux module_init ;. FreeBSD ,
DECLARE_MODULE ‘Windows NT ServiceMain . ,
Entrances

Build-Function-Tree. , ,
.Trees )
. Build-Function-Tree.
Procedure Build-Function-Tree(s,s)
Input: Function name string s,s’;
Output: Graph vertex f represents function s.
BEGIN
(1) Initialization
Generate a vertex fo;
fo.name=s;
fo.type=EF;
fo.father=NULL,;
fo.color=Get_Color(s);
Trees=Trees{fq};

S R S

(2) Scan
7. While not reach the end of the function s, do {
. Get the next function call name s”;
9. Type=Get-Function-Type(s’);

10. Switch Typeis: {

11. Case a context start function:

12. s" =Get-Col or Box-Function(s");

13. f;=Build-Function-Tree( s",s");

14. Case alock function:

15. Case a base function:

16. Generate a vertex f5;

17. fo.name=s";

18. Switch (Type) {

19. Case context start function: f,.type=SF; break;

© DEEREBAAAIFUN bt/ www. jos. org. cn



1061

20. Case lock function: f,.type=KF; break;
21. Case base function: f,.type=BF;}
22. f,.father=fy;
23. f,.color=fy.color;
24, Add edge (fo,f,) and Let f, be the rightest son of fo;
25. Break;
26. Case a self-definition function:
27. f,=Build-Function-Tree(s",s);
28. Add edge (fo,f2) and Let f, be the rightest son of fy;
29. Trees=Trees—{f;};
30. Break;
31. Default:
32. Break;
33. }
34. 1}
(3 Return
35. Return fo;
END
, 1 ( S) 1-5
, , 6 7~34 ,
( ), :
) . 35
5 Get-Color 5
, .12 Get-ColorBox-Function
22
1 3
: Build-Function-Tree , 1
1 .1 , , ,
(1) s 13 27 , 13 ,
Get-Color Box-Function , , , (2),
27 , 28~29 : @ 0
2 1
: 1), :
, . fi Call(fy,f2) (
, , IF THEN ELSE,SWITCH CASE , . f1
fa, fy f2 : ) fa, (fi,f2).f2 fy
fi , . Build-Function-Tree
@ - |
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(©)] 2.
D , Build-Function-Tree, 1 . ,
Build-Function-Tree 1
Build-PRPF  Build-Function-Tree , , (3) . O
4 3. :
) 3, @ : u
) - :
PRPF
(2)~ (4) Build-Function-Tree ; . O
23
N, m,
m . : m . , Build-Function-Tree 9
Get-Function-Type 12 Get-ColorBox-Function
, , O(mN). ,
, m N ,
PRPF : m, n,
a, , O(gmn) . 2 m
, , m n .q
20 . O(kn), ’ ,
3 PRPF
31
, 3 KPI

VfeBF,Run_Color(f)nForbidding_Color (f)=J.
VfeKF,Run_Color(f)cLock_Color(f).
VfeKF,Run_Color(f)m(CS-Lock_Color(f))=2.

CS-Lock_Color(f) Forbidding_Color(f) , . ,

VfeBF,Run_Color(f)nForbidding_Color (f)=2.

: : ‘(D
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,  Linux,FreeBSD ,

3.2

PRPF
Procedure Context-Correctness-Check(Trees)
Input: Program runtime painted graph;
Output: Program error violated context correctness.
BEGIN
1 For every element ecTrees
2 Do depth-first preorder traversal of tree e, for every node f visited
3. if (f.type!=EF) then
4 if (f.color eForbidding_Color (f.name))
5. then print (“Function: %s error used in %s\n” ,f.name,f.father.name);
END

1063

Context-Correctness-Check  PRPF , ,
33
Context-Correctness-Check ,
f, f p PRPF ,
f p
, fop
, Build-Function-Tree ] . fop
, O
34
PRPF ; m, n, Forbidding_Color
a. ( 4) O(a)(
: , 0(Igy)).
3 2 ,
, 2 ), Oo(2n).
1 , o(m). O(2mna). ,
TS 50, L TS].m ) '
m n k=2xmxq, O(kn).
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4
PRPF , OSChecker.
,OSChecker PRPF ,OSChecker C
CIL(C intermediate language) **! , PRPF , )
OSChecker Red Hat Linux 9.0
Linux Kernel 2.4.20 drivers/net , AMD
Athlon(TM) XP 2800+1.25 GHz CPU,512M PC Red Hat Linux release 9.
23 , (false positive)5 17.85%. , MOPS(model checking programs for
security) Linux [20] 95.58%, 21]
36.36%, PRPF Linux
) 1.
Table 1
1
No. File-Number of lines Line number where error at Wrong used KPI Timeelapsed (ms)  True error
1 aironet4500_core.c-3238 1591 DOWN() 221.996 46 Y
2 appletalk/cops.c-1061 504 schedule() 72.081 421 Y
3 appletalk/cops.c-1061 621 schedul () 72.081 421 Y
4 appletalk/cops.c-1061 637 schedule() 72.081 421 Y
5 appletalk/cops.c-1061 665 schedule() 72.081 421 Y
6 bonding.c-2433 1990 kmalloc() 129.307 007 Y
7 ethertap.c-378 266 skb_clone() 41.760 498 Y
8 defxx.c-3423 3309 dev_kfree_skb() 125.399 658 Y
9 di2k.c-1715 739 dev_kfree_skb() 131.299 927 N
10 irdalvlsi-ir.c-1337 693 dev_kfree_skb() 104.547 974 Y
1 ns83820.c-2103 519 kfree_skb() 134.556 518 Y
12 pcmcia/xirc2ps_cs.c-2129 456 schedule_timeout() 140.698 364 N
13 sb1000.c-1265 825 dev_kfree_skb() 142.855 957 Y
14 sb1000.c-1265 919 dev_kfree_skb() 142.855 957 Y
15 sgiseeq.c-727 175 kmalloc() 73.799 438 Y
16 sgiseeq.c-727 190 kmalloc() 73.799 438 Y
17 shaper.c-752 116 sleep_on() 57.827 881 N
18 sk98lin/skge.c-4100 2261 DEV_KFREE_SKB() 218.068 97 Y
19 sk98lin/skge.c-4100 2298 DEV_KFREE_SKB() 218.068 97 Y
20 sonic.c-624 235 dev_kfree_skb() 59.026 978 Y
21 sundance.c-1779 1142 dev_kfree_skb() 131.611 938 N
22 wan/comx-hw-mixcom.c-963 340 kfree_skb() 93.531 372 Y
23 wan/comx-hw-mixcom.c-963 128 kfree_skb() 93.531 372 Y
24 wan/comx-hw-mixcom.c-963 358 kfree_skb() 93.531 372 Y
25  wan/comx-hw-mixcom.c-963 369 kfree_skb() 93.531 372 Y
26 wan/comx-hw-mixcom.c-963 404 kfree_skb() 93.531 372 Y
27 wan/Imc/Imc_main.c-2448 2196 dev_kfree_skb() 148.144 409 Y
28 wireless/airo.c-6324 2581 down_interruptible() 257.088 502 N
, Linux )
, KPI ; Linux 24
, , KPI 8,10,11,13,14,18,
19,20,22,23,24,25,26,27 , dev_kfree skb()/kfree_skb() dev_kfree skb_irq()

dev_kfree_skb_any()

(false positive)

[*drivers/net/shaper.c*/
static int shaper_lock(struct shaper* sh)

{
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[*Lock in an interrupt must fail*/
while (test_and_set_bit(0,& sh—locked))

{
if (lin_interrupt())
sleep_on(& sh—wait_queue);
else
return O;
}
return 1;
}
KPI sleep_on() ,
PRPF . '
(1)
(2) [14,22]’
(static analysis) (model checking).
: SLAMIE MAGICI? BLAST!?
@ : (25261 ,  SLAM
(predicate abstraction) (Boolean program abstraction).BLAST
(control flow automata, CFA), (lazy
abstraction) CFA . ’
.[27729], ’
@)
, SLAM SLIC(specification language for interface checking)
,MOPps!E03l (finite state automaton, FSA)
.BLAST (safety monitor),
. , ., KPI
( ) . , .MC

(metacompilation)!? :
(meta-level compilation), )
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, MC :
©) : : :
(8 ,
, ( ) ;
(PRPF) . (1) ,
, : : /(2
] , , (sound). ,
6
(PRPF) ,PRPF '
PRPF , Context-Correctness-
Check. , )
Linux 2.4.20 ; ,PRPF
, . Linux 23 , 5
, ) OSChecker
, PRPF ,
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