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Abstract: The increasing deployment of artificial intelligence has placed unprecedent requirements on the computing power of cloud
computing. Cloud service providers have integrated accelerators with massive parallel computing units in the data center. These
accelerators need to be combined with existing virtualization platforms to partition the computing resources. The current mainstream
accelerator virtualization solution is through the PCI passthrough approach, which however does not support fine-grained resource
provisioning. Some manufacturers also start to provide time-sliced multiplexing schemes, and use drivers to cooperate with specific
hardware to divide resources and time slices to different virtual machines, which unfortunately suffer from poor portability and flexibility.
One alternative another but promising approach is based on API forwarding, which forwards the virtual machine's request to the back-end
driver for processing through a separate driver model. Yet, the communication due to API forwarding can easily become the performance
bottleneck. This study proposes Wormhole, an accelerator virtualization framework based on the C/S architecture that supports rapid
delegated execution across virtual machines. It aims to provide upper-level users with an efficient and transparent way to accelerate
accelerator virtualization with API forwarding while ensuring strong isolation between multiple users. By leveraging hardware
virtualization feature, the framework minimizes performance degradation through exitless cross-VM control flow switch. Experimental
results show that Wormhole’s prototype system can achieve up to 5 times performance improvement over the classic open-source
virtualization solution such as GVirtusS in the training test of the classic model.

Key words: virtualization; accelerator; artificial intelligence; delegated execution; inter-VM communication
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Fig.2 Analysis of the average time cost of
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Fig.3 CPU effective time in a virtualized environment
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Bk 5 5t 4 FEBR BOINAT (d) A 5 it AL B R BOR [FUS T H VMEUNC 454 11135 [ 1) 2 70 3 33 2 0 b ik 4 i
(e) kA2 arch_pretl 245 FH % & % ) it HERL (1) FS.base 1 GS.base MSR, &k 52 Jhy % /7 i b A2 J5 25 I kR 45 M SR I
MR S ARFEPAT R I bR 3L
4.3 BRE i EINL AR LS

SE AT AR AR T AR 25 ity K2 SOUN LI IS S B B 2 MFH 7 285 80 N R 45D 25, U AR 45 ity K2 DL T CPU 8 5 mT LU
TS AR AL, WAES 1O B I5 AT ZE R B AR AT AT LT 7 A8 1N 5 5 BR A 1 DR B2 AR AR
PREAT I 75 72 i K AL )45 SV AR 2 A P 25 U038 70 5k, T R PR A S VR 45 T 4 3 B0 A% 1) 5 P R S5 0040 45
P 75 G ARER AT I R Hp 25 38 B P A% 110 J 35 26 P B A R 218 (1 )2, CPUID #8547 F A& 5 A S T 44
bk A R ADUHL S B, DAL S BB 2 76 FH 7 25 3 CPUID AR R 45 35 /s 2 80T [ Bl KVM 1 KVM 76 I 31 VR 45
WK G 42 /E CPUID Ab 2 ok 45 15 8 12 R AL IR 45 4 35 AE AN FE UML) vCPU A&l $AT VMRESUME 1Rk &
BATZ 01, KVM 23R 7 2% MR IR 45 b 35, 20 5 22, 2 8 0L vCPU, 3 3 i3E A 2 LR i CPU 5 3.
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4.4 KEBRITHEYT RITRRIALE

i QEMU-KVM [EHIALF & B, &4 2 RERINLA ENLIRAE RGN A B A AT B #82 — N vl LUR A
KVM A R Bk AT D (6 7 2 QEMU 2 F2 8L BT LA REARUML I Py 1t ik 2 1) A S5 1 #8260 B QEMU i 7%
1) b Bk 2% B) . — S 1E I AT I R UL SR ik T R TR I R TR R, CPU £ K AR IR Kl EPT violation 1) 1 421
HUT B, KVM S AR B TTAE 5 (1) GPA 762451 QEMU HERE (1 bt 2 18] vh BT A0 B8 AL P 1L R b Linux K% &
S 42 2 current [ per-CPU 48 5 K 3REX 24 /i CPU 124735 (I HEFE H5 38 75 (task_struct 45 #44), b A7l 15
AT QEMU FEFRSE T 1) A7 R £ (mm_struct 2544 44), 48 5 R Linux P AZ 11 9 A7 B BEAH OC B 208 1 N A7 4
AT B S b P EE A B JE 458 e TUER AL 78 GPA 1 HPA [ BIU .

ARBEPAT I A SR R T YR TR B R, TS KM TR B R 5 T AR S 55 it R S A
QEMU HEFE, At KVM 278 %5 7 5t QEMU 3k (10 1y 1k 24 18] v 43 T 3B ) 1A 47, I 170 507 s B ULHL IR 7 g i e o
R0 WS T SEBR bR DR % A 2B A8 R 45 it e UL Lotk k- 2 ) o T 0 B VR B 2% 2 5 I 45 i 119 QEMIU HE R 43 i
ST B N A VS I R T e it PR, AR R G B 20 T KVM K EPT violation &b 3 & %5, 78 &% 28 B LA R T I G &
T T A AT IE AR AR PAAT . S 2 B IR M current AR AE Al T B R T 4 Ak IR SR 1 R 45 i
QEMU HEFR FHEFR R 75, X FEAE W AE - TR AT FE DUR WL I KM IR B 455 5380 0 IR 25 i W FUU WL, AR5 56 1 i
TR current A8 Bk 5. B AR 45 o B UL — BLAL TR 45 RS BT DL E R 45 4E R 45 Sl v 5 (data race) 1) AU
45 MRFFSEERIERS CUDA #if

Xt F CUDA 4552 N /745 (pinned memory) % i1 F 3K 8l (1) P Y5 M 2K B8 32 FF, %F T CUDA £ Jit (stream) 5 4 45
S35 API 2N S 540 R R R APL 3, R G ) Host F1 Device 1) (¥ 4 773 TUME RS 25 — & 10 5% M. Ao,
A 58 4 SB35 AR SO T TE AT 1, FF A £ 107 RSIE U A o 3 2% B2 0L A0 HE 48 ¥ T A5 Sk i) R IR L RE 4R 7T

5 ZRGTN

T R A ZR e i Pk e A SO T — 65 SCRF VMFUNC B4 G S LR PE (¥ Intel Haswell-E 3 9% 21 %%
AR R 6 AT & 1 B E WA 3 AT F IR R N BI K 23 3 AN #
PCI FLl 1 A0k 77 S8 AF O o et 1 RE 1) E 1 2k (baseline).

Table 3 Testbed configuration
F3 WA RCERS R

G Model/Version
CPU Intel i7-5930K@3.5GHz (6 #% 12 £ %)
M A 40GB DDR4 2133MHz
GPU NVIDIA Quadro GV100 (32GB HBM2)
ARG Ubuntu 19.10 (Eoan Ermine)
A AZSRA Linux Kernel 4.19.56

T B H AT A TF R GPU MBS AR e 5 58, AR SCIE IR T RA ARV TIE 7 28 GVirtuS 15 4 X i, i
T GVirtuS STHFH) CUDA API 78R Ak A BR, A SCX GVirtuS MRS HEAT T 478 A ST RF 5 A R 2 R 4t
[FI4#E2 (1) CUDA APLILAM, 1T GVirtuS FEE P T VM-VM #EUT I A SRR TCP/IP 772X, 75 API
BRI AR A48 DU 3R AR S GViIrtuS Il AE BN T 5 R A R G HH A ) L = 4707 =X W B T
PIAN R GEAE N AEH2 DUITAY B 022 5 BERTT T GVirtuS R 48P g, SUARAIE T 4 B8 I3 (16 2 1

ok 25 1R K ER 43 TR B R GAAN S HR T /N353 (1) CUDA AP 6 FH 11 3% FH 461 5 300, 512 37 e v (1) 1 FH R 4 22 5%
R, TGV A T 5 W HY R 45 S IR Pk B 6 DL AR SCREEX T 347 14 CaffelM: J LRk FE )7 Caffe Jt— M C++
O 5 (R0 P 2 S ME 2 oy T ORI o R PR DI 25 I 2 ST ATk O e gl )3 A
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5.1 B E A MK (microbenchmark)

0 T B UE Wormhole PR UE0E 28 2.1 548 I8 AR 1R 8 )8 B2 A AT JR B R e Neuron Layer i
TEIIR P T CUDA API IS 2 R AE T I 1) 4% 23 (time breakdown) 23 47, i FIT 3k F5 r 8- 348 43 1) B 1) 485 2% o T
SRR 4 b n B 7 B s b AP P B R TR R 23 778 309 322cycle, T LA B #i AN AE T AY AR AN
TEFEMF R EL I A GVirtuS 19 88%[% %] T 20%(4 660 728 884 4> cycle), 3L #i4h 72 % DUAEIN 5 3.65%
(866 946 457 4> cycle), & &t i & 4 FS.base Fl GS.base MSR HIHE R &7 Ltk 10.64%(2 530 932 006 4™ cycle), 4%
R HE VMFUNC 75 N I8 2 il B V) 4 VR IR FE IRy Ll 5.31%(1 262 850 421 4~ cycle).

B i fEHE L W EEMSR B VMFUNCYG ® 5/EAPHLET

VMFUNC%;
531%

Z2MSR —
10.64%

N AR DL
[Fi4rLE]

BUEAPHALT
80.40%

Fig.7 Analysis of the average time cost of Neuron testcase in the prototype system

K7 s AR ZEHR Neuron S Bl SIS o7 L2 M

NS I ) RS 2R A vt GVirtuS 5E T TCP/IP (Rl ZnL I 48 T 248 617 785 293 4 cycle,if]
Wormhole J5i 2 2 45 rp (3 R DT ML FE T 4 660 728 884 AN cycle.hy T 5 4140 JiF 1 56 UE AS B3 7E 26 3.3
A5 B R LML B 2 R AT SR DDA (R RR PR U 35 ) A AT R D) 0 R R R R BIUL R B (R
R BB AS B AR SRR AN T — YR, A I DR e A T T B S R B A AT IR D) e R
BN M 2 R AU S ARSI 4 MSR. 25 SR B API A IR S IR (8] 2 29 638 851 151 A cycle, Il {5 A E 5 H T
9 432 980 220 /> cycle, & bR “H i ) 3 5 A A0 TCP/IP 3 A5 H A RS T 2 AN R 20, % R B 5 AR Sk —
B PAT R TS BEAR T 50%. 25 BT IR A B v KR ALAL T FE 004k 2 Sk (R 20 40 FE B, TR £ B2 IE B T
Wormbhole A% T~ LA GVirtuS A3 I Be vt KR BRI T S0 ke A 4 T4

M CPU R %K, ik 4 Bi7n,Wormhole 25 T 1 4~ CPU [¥& I [R] 12.145s, 2 o0 F P 2543 240 7] 4
9.474s. WIZAA R0 2.661s, FI ] 3R A 99.92%, i & T+ GVirtuS 335 ~ 2 4~ CPU (1) 46.61%F1 38.52%,
BR AT PCI HIM J7 /) 97.28%,iE W T Wormhole i B oA T IUA 75 %, KR E H3RTH T CPU ROFIFH 2.

Table 4 The improvement of CPU utilization during Neuron Layer testcase
% 4 Neuron Layer #3771 (1) CPU F H] 242 250
K TR () AAEPATH () ARESHPATHIE(S)  CPU R % (%)

SR A iy B A 6.947 4.494 2.264 97.28
GVirtuS J& ¥ 94.705 11.833 32.306 46.61
GVirtus #ij 3 93.990 6.498 29.706 38.52

Wormhole 12.145 9.474 2.661 99.92

5.2 L2 W 4% R B TR

AT Caffe T 77 AL K 2 Tl 28 0 4% 22 1) B 5 Ik P 491, AN 22 00 £ 2 4 B Wormhole 76 AR [l 22 19
2% AR A B T R T SR P YA FE 491 1 4 £ B D) 495 1 T JEL ke i % AN ISR B0 FE B BN D 2R K ms, BN
P f3 o P o A I, AT

R G LT B SIS A A B T IR P, A LR L RN B4 s
FH £ P& 15 A B 00 2% 2 (1) B2 (R R CONV) IS A0 2 (R 7 DECONV);(2) [ 4R 5 5 Ak 2 B2V 45 858 3 Y £ 475
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G2 ARG 2 (R AR RNN) R 5 012 M 48 2 (R AR LSTM);(3) 9% B8 4 &8 9 4% wp i FH IV i 1k
(normalization) ¥ 4% 22 #HEAL G4 I 45 2 (R FR BN);(4) IR BEATZE M £ v i F B3804 (activation) I £ 2 & S8 B
PRET 2% 2, A7 ReLU. Sigmoid. TanH 285 WIS B 20, B Rk 4 #2270 M 4% )2 (T FK Neuron).

TR &5 5 55 5% b 5 1 €] 8~ 10 Ji 7w, € v Baseline /83 PCI B #UHL 7 2R ¥ B AH 4 B8, Wormhole
HARJRA RGP BE,GVS WRILG K GVirtuS R fe.

70 P 5 A HE I 4 2 07 1T A SR R G AL JE B GVirtuS & 48,76 CONV IR P A dE e 32 THIE 81 T
88.31%,7: DECONV Mk (¥ 1 RE4R THE £ T 88.67%.

600000 1200000 - -
487202 O Baseline O Baseline 1018859
500000 - O Wormhole 1000000 I g wormhole
g 400000 BaGvs 359188 g 800000 - MGVS iveng
= 300000 E 600000 f
= 200000 | T 400000 |
100000 |- 36963 40695 20000 | 67251
23745 M 18865 19044
0 — — [ 0 —
CONV DECONV RNN LSTM
PRI 4 00 ] 2
Fig.8 Performance comparison of Fig.9 Performance comparison of
image processing layer recurrent network layer
K8 G AR REXT L 9 HINML S PEREXT LY
140000
119134 DBaseline
120000 +
B'Wormhole
i 100000 BGVS 86273
= 80000 |
£ 60000 |
40000 |
20000 | 42442372 591510445
[ — . — .
Neuron
i 1 1] 4

Fig.10 Performance comparison of normalization and activation layer

K10 BVEAL)ZE . s 2 M REXS B

TEARER B 28 J2 07 T A Js 0 R G T AL ) (9 GVirtuS R 45,78 RNIN IR P i v e R T B T 89.62%,
76 LSTM M ) HE e 3R THA 2] T 88.97%.

ML AL 2 RGOS )2 05 LA R B R MR TG GVirtuS & 4,76 BN A AP Re e FHia 2 T
89.45%, £t Neuron Ml = 1) Pk e $E THE 3 T 87.89%.
5.3 ZHERAEIZMK

AHIEHT AlexNetPURT LeNetPHEAT 52 54 (14 5 2% =) BRI 2590038, 7T LAY Wormhole LA A J5 71 5
SR AE SRR I BUSE T AR SR 1 RE R I, R IR FE 2% SIRE S (1 7 1 Ak = 4 vF T L Ske A 2 1 5 v e o
I, ST R AR R BUFD (iter/s), VA 1 B R0 1 Ak v A2 7 Bk M BT TR A b, AR /N L Baseline X3 PCI
B 7 R I F AR B, Wormhole S A 5L R S8 1M B8, GVS WAL G I GVirtuS &S 1k Ag.

LeNet #E/4: T 1994 4F, i 5L (KA BRI W 4 2 — I FLHESh T W3 2 ST AT I % e AR 15 4] MNISTES!
E b H0a 48 AL 3K /) (bateh size)oh 100,25F Caffe #4710 000 ik A4k i 11 iR A R B R G AHIR T
AL G () GVirtuS Rt &3 T T 5 5.
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AlexNet F 2012 SFE 4 tH, B ¥ £E CNN H Db ] T ReLU. Dropout F1 LRN %, 0 LA /& LeNet [)—
ANFEYR BB I RROA S IARIR B CNIN IR B2 A5 AR /N DA 1 B R RASEAF Gk 12 4% 11O 3 A 11 55 i LA 7568 0K
6 T B (dummy data) £ b £t 88 AL 3 KN 64,55 T Caffe 24T 1 800 kA ZR. a1l 12 s, 4
JER R G T AL G (K GVirtuS R Gt B4R TF T 1.4 1%

1000 40 T
) 768.54 B Baseline 30.67 aseline
“.22 BRI OWormhole 2 i j 25.83 O Wormhole
S 600 F 527.36 O Gvs 2
= i S} O Gvs
= 400 | =
= % 10 10.66
200 87.82 H
0 1 0
Baseline Wormhole GVS Baseline Wormhole GVS
RHA T ARG
Fig.11 Performance comparison of LeNet training Fig.12 Performance comparison of AlexNet training
Kl 11 LeNet JIlZxPERERS LL Kl 12 AlexNet Il Zx Pt REXT LE

6 Hit5RE

6.1 FERULERSNFFH

MR GEVF I 0] A HY, B AR A Tk o e UL 2R B e o MRS T AT (O it D5 AT AR K PR e 2 T (H
JEXTEE PCI B3 J7 ZE M BEARPERE, A5 A — 5 F 22 B0 AL I A% 20 20 8 20 AN HE TG H T 28 20 45 m 3 £ S B A B I
8k %E 2 b FE I B K ¥4/ & 0 T FS.base F1 GS.base #1> MSR {45 the. 3 P AN 15 A7 DL Ak (K 42 b, 2218
b ng DA o A 55 i R AU ik 2 T m AR 0 A A7 RS R [P S MSR R AT e 100 e B 1K) P A DAL 22 T IS
WU B B AT REE ek B AT A i U7 ) AR A A X, DR A SC e R S A AR A DAy AR ok A 4k 82 in AT 5.
6.2 REMN

AR R AL 2 TR A7 75 1R 5 () o 8 1P, (5L A ST 3 2 1K) A BE AT BE T Se VR R e 48 T P 2 S BILRR JULL
btak = T (K3 D) 45, BT LT B 3 B AE (10 22 4 e S8 AR /N 5 B A P A o 2 KB AU AE 2R 18 22 4 PR R AT 17 230 #r
ASSOA RE AU PR DAL 5 55 i K AU LA A 45 948 2 M ot S P LT el o e 7 i R OUML A 2 ok, e ok
X G RT L AR 55 i KB AUUAIL, AR AT DL ) — A B Al 55 a1 0 At 2 7 g R UL AR SC o B 1 BT B U5 5

(1) VMFUNC JEiE DI eIy — AN 7 T LR B S B0 % 7 UL A 52 L VMFUNC 54 1)
A FE R % FE e AT LA AT Wormhole  $43% (1 ARBL I, ATTD 19 4T 415 5 25 K, ol PR 42 o 37 D 90 80 D b AR i 55
i P 725 )7 REAUANIL, 38 S BB B0 13 % 25 . Wormhole 3 Jd B & B> 75 /7 i E UL IR EPTP #1138, 56 0 J50h 4 1T 4~
JE VIR, S 1 Tk H AR 4% st RE AL g 0038, L 4x 510 JRUsi il 4 7 JC 280 bk 0,45 %% 7 i K FAMLZE AT Ml bl
2% [R) )4 Iy AT P 20 1 48 ) 1 L g 7 1Al 55 i R OUML. A RO BN TR AR 4% VMIFUNC 84 250K
T L T B R UM BTL R s 2 4, PR e AN 0 LA R AU L 5 i

(2) ARV i R Bk Bty — AN T T R ok VT T e S 30 5 i I A0 e k) 6 i o Ak B e A
KoL e (¥ ik 490 AT o8 KR AR 1) 28 ) B S T R SURCHCR (1) pR EOK B RF IR Wormhole 5 B i i A B
PRUECHR BT B AL A2 9 i 00 FFORE SO P AR A A7 DR B S AR 0 T UiSE (read-only), SR k2R K B A8 2 i
Ak P R B T B AT R i R R AU 6, R FOUL SRR S 4l S0 LB S5 82470

7 :E\ é:l:li

ST 1] R AT ) 2 3 R 27 20 3 5 B0 H TSR Z nT IR« 7 A w2, B T 4 it s % kg S A0 77
FEHBUR B2 1 T Wormhole———F5 56 T8 A1 FLAG H A TR n e 2 RE LA HE S, DAy 2528 22 iR 25 B M i O A ] s
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TG BT SR I I 2 R PG R Ge 4R A T SCRE. Wormhole i s B2 AL HE AL LA AP e Sy LA, LB S A
e 25 O ok, QBT Pt 38t T Bl sl 3 55 i R UL ML PR ik B DL K5 DL R AR B AT 1R 48 TR AR GRAIE T ]
J7 )i g R B AT B R S T A B R T R AR UL T B0 g R AU, O AE K QEMU/KVM -
£ _ESCHLT E X NVIDIA GPU [ J5 2 2 48 A 45 SR A W], Wormhole wJ LAy i 1 58 28 4 30 21 2 i 55 4 1= %) EE
PRI 1) GPU SEIALACTRIE TS 5 GVirtuS, A7 KMk S5 (1 P BESR T, 46 UE. 1 AN 0 328 8 R AU HE 2R FR) A7 280
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