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Analysis and research of propagation and defense of e-mail worm
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Abstract; E-mail worm spreads in the power-law network by sending e-mail. The policies which were used to defend traditio-
nal worm were improper to defend e-mail worm. This paper presented the e-mail worm simulation based on power-law topology
on two e-mail worm styles including repeated infection and unrepeated infection by considering two defense policies included
node immunization and e-mail server’s filter function. The results show that many factors included the first immunized node
style, the start-time of immunization, the start-time of e-mail server’s filter and the filter preciseness have great influence on

e-mail worm propagation.
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