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Abstract; As same as the traditional application and system software, firmware also faced the risk of malicious code like hob-
byhorse, back door, logical bomb and so on. Firmware exhibited strong cohesion and hardware relativity, which make the ma-
licious action in firmware to be different from that in the traditional software. This paper analyzed the specificities of firmware
and the malicious behavior about it, then expatiated the essence of the malicious behavior of the firmware, and presented a

firmware formal definition and detecting method which was based on the hardware resources access control policy. Experimen-

tal results prove that the method is effective to detect the malicious firmware.
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