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Abstract; Computer user could login Android with root privilege after connection between computer and Android was built
through USB interface. This privilege leakage exposed user’ s privacy date on cell phone to the potential attacker and trojan
program. Aiming at this vulnerability, this paper proposed a light-weight method for controlling access on Android. This me-
thod embedded an access control module in the kernel of Android to control computer’ s access on Android according the ac-
cess policies defined beforehand. Simulating experiment shows that this method can protect effectively user’ s privacy on cell

phone with little performance cost.
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