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Analysis and improvement of certificateless signeryption scheme
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Abstract; Recently, Wang Hui-ge, et al. proposed a certificateless signeryption scheme (W-CIL-SC) ,but it did not achieve an-
ti-key escrow property due to the irrational public key. This paper presented an improved certificateless signeryption scheme. It
introduced a stronger adversary model ,and proved that the new scheme could achieve anti-key escrow, IND-CCA2 and EUF-
CMA securities. The analyzing shows that the new scheme is secure and efficient.
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WP N G BIARTG; Py = sP i KGC A XL 34 0
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sQ VERSENR i BRI FARH DRIl i e R ik i, XL
ID; e {0,1} " J& i EHHBRE, Q: =H, (ID;) .
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SR X B MO 2 R 45 B X RO A B ) R B R
(IDy, Xy, Py) SR B, B3EHI A (params, M, 1D, , X, 1Dy,
Py)  BENLEERE re o2, i (C 0 ,R) . HEERRRATF .

(a)R=rP;

(b)u=e(Dy,Q5) ,v=2,Pp;

(e)K=H,(u,v,R);

(d)C=K®M;

(e)a=H;(R,M);

(Do =a(x Py +Dy),

) %%, SikH A (params, 1D, , Py, 1D, , X, ,C, 0, R) ,
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(e)e(o,P) =e(Py+ 04,0 Py).,
3 N-CL-SC FEHS#

3.1 BRESHR
B TCIEAS 25 % 7 28 A e A E M T Bl T SXIE
u=e(Dy,Qp) =e(Q4,Qp) =e(Qy,Dp) =u”
v=x,Pp =x,03P =xpP, ="
K=K" M=M" ,a=a" (1)
e(0,P) =e(a(xyPy+Dy) ,P) =
e(axyPy,P)e(aD, ,P) =e(x,P,asP)e( 0y, asP) =

e(Py,aPy)e(Qy,aPy) =(Py+Qy,aPy) (2)
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Gamel Fll gamelll #5451 A, FIPEIEE € Z 8] FO3E XK, gamell
I gamelV 4L, A, FIBREE € Z AT, N-CL-SC #9224
PESE SCHAAFAE 22 WU [ BT (A A Ay ) ifd game 1 ~
gamelV ,
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Initialization, PkAE C BT RESHA AL, A 22
ZHCE i R G T msk F RGBS EL params , 7K params
KIRLE Ay TIXT msk PR,

Phase 1 A; i B VEHI AT 2 500047 SRR B A

a)request public key: A, TR BAFRE ] 1D, 19 AR,
CRIBIFIRL A A8 Pk

b) partial key extraction;A, TR B PR N 1D, 1) F A
SIFNER , € R TTAR R 38 3 FAEA D

¢)private key extraction: A, 52K 34550 ID, 1Y KA
B, AR 1D, AARPR e, 24 C R AR FAEH «,

d) public key replacement : A, TEREHEH R AR N ID, (193
IR I AT, C F P75 ID, 192415241,

e) signerypt : A, THRXHHEL (1D, ,1D;,m) M 2% (3X 1L, 1D,
RIS RIRF Ay 1D, R HEHMCE S0 , C PATH%
B3EIFR ] o = signerypt ( params, ID; , Sk, , Pk, ,m) 45 Ay, Q04
ID; AT B, 17 C JFANHIE - A8 PR XS LAY
A % TEXFE LT 2R Ay B R R AT LS
WEAR R T AR — e, € N SR VFis SR 4 9% 1) ik 3 R o
W l)—S AR RIESR 1D, # 1D,

f) unsignerypt: A, 53K #4214 2. (1D, , ID; , o, m) (3% HL,
ID; SRR ILF RIS 0y, 1D, BB ENCE 51 , C AT
SR RIRITAR IR 2 25 A A, [RIREMD, AR TD, (N4 E
PO, T C IFARIEC B4R A PR R AL v 7EIX
FIEOLT  BK Ay SR AEAR N A A A R o AN, R T
AR, C AN Fu Vi R 28 1) ik B R W ok ) — 5
P BIER 1D, #1D;
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PIHE (mo ,my ), LA AR R B 1D, Fl— 4
WO By 1D, A X % 23 Sk i Bkl Ay ¥ (1D, 1D, mo
m,) K4 C,C BENLEEE be [0,1]  ATXE m, 19255 o JF
o IRIZE A, X EOR A FFARTE Phase 1 B BEATX 1D,
Y53 FA A 1] ( partial key extraction) .

Phase 2 A, 421K 7E Phase 1 By BEE L& T0 4 iA) (H
SEAPE AR SRS ID; A9 43 FABH 4 ) FxT Pk H B (1D,
1D, mo ,my o) BOAEART 22 I 255 A Al

Guess, HoJi A, fHXT o 500 o', WSt o' = b, B4 0]
NH Ay Bife gamel, € X A, S gamel LK

advp P = 2P [0~ ] ~ 11
Horprobr[b =008 b = b BIHER,
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Phase 1 Ay iGN PEHIPAT 2T 00 SR A if] . 2520 A
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WeE B3 1D, , A X & B EE A PR, Ay ¥ (1D, 1D, mo
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TSR D, (AT 1] ( public key replacement)

Phase 2 A ZkEEE R TE Phase 1 M&%Xﬂﬁﬁlﬁﬁﬂ,@
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X1 WERALFTE 1-time TTF A e { A, Ay | (A BZIT
GRS A g, AR AR g, YR FAH AR g, IR
FPIE g, KA g, IREHAW), Ll =e IRH
Al TS gamel F1 gamell , JI§ 2 CL-SC HLHI BN A6 2 (e,
Qo Qe Qo +Gpe +Gs G ) -IND-CCA2 22421k

3) Gamelll

Initialization, FkELE CBITRGESEUERGTE A% 4
SRk R Y] msk FI RS S H params, ¥ params
KLY AR msk 1%

Queries, A, i@ W PEHIAAT Z A SR A if), & T4
HIYSE L5 Gamel AH[W]

Output, fJ&, A, F=E— BT (ID,, 1D, m, 0" ).
BXHL, 2R A AE Phase 1 BrBERIATIEXS (1D, 1D, , m) B2 %
AFIXS ID, HYFR AL A

AR o =X (ID,1D,,m) f— DA B4 A wid
gamelll , 7 X A, BifF gamelll ALK

EUF-CMA -
adVA] =Pr[ A; wins ]
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Initialization, $kELH C 1817 RESHUERILE AL 4
Sk RS F ] msk MRS S EL params |, THKF msk
params KIELG Ay o HREE LAy BEBLEE R KGC, B I A]
PATHEARAT SCAR 8 3 A0

Queries, Ay idi B PEHBIAT 2 I AT FUR G if), 504
WIE X5 gamel HIF
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T quiR A q, IR AR g, ITE S RAEA A 1 g,
AV g, IREBE AR g, YRR AR, DL = e 1R
PP ERS gamelll Al gamelV, B 4 CL-SC HL I BN i /2
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FEI 1 40 CDH % % A1 BDH & B S7, 7EAETE BT
Ae {AL Ay L IIBOLT ,N-CL-SC HLiI 5230 T IND-CCA2 24>,

IERR SEH 1 MTIEE ORI 2 BRI,

BIFE 1 B (€, 1) -BDH AS AR BT, FEAFAEBL
T AMIEG T, N-CL-SC Ll I T IND-CCA2 %4>, FxE
i, A7 E— A IND-CCA2 #F A, g g1 2 1 A4 Bt fa)
W, L e BB BmiAS gamel , I H. A e Z T ¢ 0 H, 2510 (i =
1,2,3) .qu RN AL g, IR B4 L g, IS 3 FAEH A
V) q, KRNI g, IREEATRI A g, WA AT IR), I DA SR
TEAE—HRIEE C, B A Z T A BB 0 =0+ 0((q) +
@+ g )t + (g +q +4q, +2q. )ty + (g, +3q.) 1) DL € =

(1= e ik BDH B B (1,00,
2129399 I

tp) SRR G A BRER Gy PR AN B BN H]

IER BOIRAEAE AR, Won C ERERIA L A, SR
BDH [Al#, 255 —1~ BDH [al @4k (P, aP,bP,cP) € G\, N
T 3R f# BDH [l C RSN — PR AR WL A, (R —IK
i,

Initialization, PEHKE C iBFTRESHUE G A LA
SR k,iﬁ&%éﬁI%%ﬂ msk Fll R G S5 params,#ﬂ% params
KAk Ay TR msk 5%

Phase 1 #kELE C W, A, BRI 206

a)Hy Y305 Ok H, A8, C 1 e vl i o as i 5 3
Ly ARAFAEAR R T IR 2GR AR Q. 5 B0 4t i =J,C
BEHLIERE b IFE Q. =bP K5 (1D, ,Q;, L) A Ly ; 7500, BlAL
P d, IFRE Qi =d PG (ID;, Q,, adP)THEA L, 55, iR
Qi XH a FR KGC F5H,

b) Hy 24U EN 5% (M, ID, 1D u, v, R) (4 Hy #530),C B 56
ARG RS )R Ly, WRAFAEARR ST (M, 1D, 1D, u, v,
R,K,C,a,0) B4R AR H K; &, C BEHLESE K e {0,
1 IFHE R L

o) Hy  2GU 5T (M, R) Y Hy £53A), C 1 e A5 ih040) i 2
HIFN2 Ly ANRAFAEMIN JCEH (M, 1D, , 1D, u,v,R,K,C a,0),
AR 2R IFAHR Y o 750, C BlERLESE 0 e Z,  IFHEHHIR L,

d)request public key: IS ID, BYAEAIH), C AifwILR
KAEMGNZE Lo, AAFAERARNI 3R BRI 1A %H P 800, € R
AT P RN U B SRR P S B B Bk R4S 1D, (3 BT
(2, P)IFHE(ID, 2, PO IRAFNGR L, SRIGIREIFHAEA P,

e) partial key extraction: *JUEXT 1D, (Y8 FABHA T, 40
Hi=J,C L AWIFR TR AN, AR i =1, C FEPLEHE
ceZ, R acP; B, C 3R H, A5, 3 AR R 3850 FL
ad,P,

f) private key extraction BN ID, AYRLEA AR, S =
J,C Z LA IR 0 5 0], an 2R 1D, i A B AR B g, C
BEIIN Lo , 3R [AHRL A RVE o, 3 7500 3R 0] L,

g) public key replacement: I3 (ID;, P, ) A A BB e
i, C AWFNER Lo, AR (D, , 2, P AFAE, WA (D, L, P/ )
EEASR A A5 WAH AFTTAL(ID,, L P ),

h) signerypt: 24U 2] (D, , ID;, M) (U5 % A5 (i, je |1,
2, 1) R ID, = 1D, H ID; = ID,, W& (-4 i ; 7500 C 4%
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(a) WK ID, #1D, ,HB 4., C B MFNE L, , iRAFTEH
NG (M,ID,,ID; ,u,v,R,K,C,a,0), H(C, R, o) N N=,
2R BIFAR S (C, R, o) s 0N, C i B A B R TR F IR (0]
R SR (C, R, o), [l (M, 1D, ID; ,u,0,R,K,C,a,
) HAINE L, .

(b) a2k ID, =ID, R4, 8R4 ID; #1D, , C W25 ID; 11
AT ad, P MALEH «, BEHLIERE re Z, HHE R=rP,u=
e(bP ad;P) v =x;P; TR Hy, B0 H, Aif), SR)5, € HA
C=K®M,o =a(x, P, +abP) JREBEER(C, R, o), R
B (MDD, w0, R K, Coa,0 ) TRAFIR L, ,

i) unsignerypt ; M F) (1D, ,1D;, C,R,o) W52 (i,
Jje 1,2, q 1) A ID, = 1D, H.ID, = 1D, , M (|- #5if], &
M, CF U SR BAT . i ID; = ID, IR 4, AR 1D, 1D,
C AT D, W FA ad, P FIFAEH x5 w = e(ad, P, bP) |
v=ux,P; K H, ZF Hy #if), K5, C B M =K(DC,

Phase 1 25505, A, i th 454K H 58 2 AN R 9 TH EL (mo
my ) VAR — AN Rk B By 1D, F— NS5 Bl s 50y 1D,
FERXT AR, C BEMLEERE b e {0,1], 75 m, Y
g ol 0 o RINGS A, TR AT b B9REIN b

TE R e 2 CLUF

EL A RIS ID, 1 ID, V5 ki 24,

E2 ABAT T3 ID, BE A FASH A1

E3.C#0E T 8%,

E4 . C 2L T AT,

AR, AP ] E1] =1/¢ ,Pr[E2] =1/q,,,Pr[ ] E3]=1/
(2919205 q.) ,Pr[ | EA]1=1/q.

1 1

Pl | BN E2N ] B3N] EA]l= (1 -
241424399, G

TEEE

31382 R (€ ,t')-CDH AR MBS, 1EAEAE 7L
F An BB OL T N-CL-SC HLI 523 T IND-CCA2 %42, i 7E
M, A AEAE—> IND-CCA2 LT A, BB 5 22 1 =UAT S (] ¢
M, Lk e B3 A gamell, 37 H, Ay S 2 U617 ¢, IR H, 4]
(i=1,2,3) \quIRAPAM g, WA PIEBA g, B3 FL
BRI g, IR g, IR AT g, KSR 25 %% A vf,
WIRFFAE — D HRIRE € BB e 2 i BEat ] o = ¢+
O((qi +q2 +q3 )ty + (g +q, +4q. +2q. )ty + (g, +3q.) tp)

Wik =————(1 - L) e itk vk CDH RS, XL,
2419293499, Gy

(tu sty tp) ST SNFTRIE A REL G, TPIRA S SR ],

IERR SIEE 2 AIEAT AR S 51 HE 1 254,

FEIE2 U CDH B A BDH 8% o7, A7 8 F
Ae {A Ayl BITESF  N-CL-SC HLHI S T EUF-CMA 464

IERA GERE2 (WS BE3 AT 4 EEEE

B3B3 {RBE(e, 1) -BDH AN AR AR BT, TEAFTE L
T A G  N-CL-SC LI SE I T EUF-CMA %4>, R i,
FAEAE— EUF-CMA §0TF A, BBUE 7% 210 XA St i) ¢ oy, LA
e LR gamel, 3 H A, Fe 2317 ¢, K H, (i =1,2,
3) g IRAPE g, R APIEIRAN g, B FAA T g,
WAV, g, IRESEATAIR g, IR AT, WK A E—
MR C BB WG AW ¢ =0+ 0( (g + 2 +q5)

i+ (g + gy +4q, +2¢,) 1y + (g, +3¢,) 1p) WLl € =

S e BOH AL L (10
4.(q, +q.) G

tp) ST TR A AL G, RIS SR ]

IERR  SHE3 IR R S5 1 25,

Bl 4 (RUBL(e, 1) -CDH AN SRAFE ML, EAFAETL
T A IET T, N-CL-SC #Li SZ 8L T EUF-CMA %4>, FEE
Mo, AFAFAE — A EUF-CMA T Ay G5 1F 2 30 X AT A
M, PL e B3 fs gamel , 31 H. A, e 23547 ¢, 0K H A (i =
1, 2, 3) g KA g, IRAFFEARAT I g, B A
) g, IWFAEAA 1) g, IRZEBEAT AN g, UK AR 22 1M, D) b 8k
AP C e 2 WA A 0 =0+ 0( (g0 +
@+ )t + (g +q +4q, +2q. )ty + ( q. +3q.) 1) NLL € =
o (=) e B LA He CDH LA, S, (a,

7.(q. +q.) s
Ly s L) SN FIRIG A AL G, AR 2 SR [R]

IERA SR 4 (TERA R S5 B 1 S,

AN BT WL RN AT Ot LASR , N-CL-SC HLii I8 75
BLACITEPE AN T 75 DA S PR T, X 264 o T LA DAL
AT O PE B
3.3 MEHW

F 1 X TASC N-CL-SC J7 %5 3CHR[ 6,7 ] 7 R H1T
FEIFRT, AP TR S PSR,

F IR

Peiz it wBGER P
w-cr-sc e 3 1 4
z-cr-sc!’] n 4 5
N-CL-SC 6 0 4

M TTUFE L IR A TR LT 3R 6,
LIRS TSk 6] FRE T K 6 LRIEREE ., 6,
FRESSGEE ISR TS T 6, ERmisEE" Hik, A&
SO R B IPRIMGAR T SCHk[ 6] 7%, (B, RSO £IET
SCHR[6] 7 % R RIS T ELIE (BT PIFCE R

SCHR[T IR, TR G MG, B TRERE, AL
SR T N 2 = AR TR DT AL L, W
Goil, % R EIAT 5 RAHB S 4 WIRBGE ., L, A&
T RIS

4 LERIE

1 T ICHEA 28 % (CL-SC) J5 Ak 1 36T By % )5
FEHEPIFTE L, ASCHR I T BGIER) CL-SC AL, 76 SR A
FCTBRT RN 1B S AE A BT H1HE 4 (IND-CCA2 %
2 EUF-CMA %4, HARTR
S K.
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PRACI PR TN, An St 1Y, = 1, W A K BB 9 BRd A 28
SHTfE o LR S P, = P, BNSOA SRS 3] T HER Jo 1%
BOMRE A0, B S P, 2005 T ARG/ NS, th 4 S S R
B A (EANVE R, B B, =1

2 KIRHEER

1E Windows XP “F-8 FJH Visual C ++ . NET 523 7 A 305%
B, SEEHOR AT MDS WA A R TR T M K
PRV FERR I P 2 [ A 128 b (B2 ) LZW 4
57 A TR (9 JCA0 e 4 . S50 T 25 fE 81T /2 shapefile
AT, & 2 438 A Adr i, BN E 0 F 500 Ak
Frailo 1 ASERREER, Kb (a) BIFIR K EEDE, (b) X
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