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Abstract; This paper stadied a novel passive spoofed node attack detection technique in wireless sensor network ( WSN). Tt
estimatedn node’ s relative send/receive time difference series and clock skew by analyzing time synchronization data transmit-
ted in WSN. Based on the analysis of attack pattern, it proposed DSNA algorithm by checking the relative send/receive time
difference series to detect spoofed node attack, and then it could identify spoofed node by using clock skew as its fingerprint.
The test under real environment shows that this technique can passively detect spoofed node attack and identify spoofed node

quickly with high precision.
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