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Abstract: To solve the problem of policy conflict under cloud services composition environment , according to the attributes re-
lationship of cloud composite service and the invoking relationship of the component services, this paper proposed the basic
conflict, hierarchical conflict, exclusive conflict,composite constraint conflict. It designed a policy generated graph model to ex-
press access control policy set of cloud services composition. This model can show the atiributes relationship and the invoking
relationship of the component services well. It was flexible, easy to update and extensible. The conflict problem was transformed
to the connectivity problem of graphs. This research designed a policy generated graph model based conflict detection mecha-
nism and achieved efficient conflict detection. It can meet the needs of large-scale policy set conflict detection under cloud en-

vironment. Finally, simulation verified and evaluated the effectiveness and performance of the method.
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