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Role-based Permission Assignment and Access Control System

WANG Shu-da, LI Teo, YANG Jie, HU Xiao-gin, WANG Dan-dan, HUANG Rui
( College of Computer, Sichuan University, Chengdu Sichuan 610065, China)

Abstract A role-based permission assignment and access control system with for govermment procurement system is presen-
ted. This system adds a permission reduction mechanism into user assignment process. It can figure out the conplex access

control in govemment procurement system, and decrease the complexity of the authorization and management of users. This
system is configurable and can be maintained easily.
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2.2.1 —
be in
for each (( 1 jpjename( Standardrole) [, erame ( YOlES-per) ) stan-
dardrole do
begin

rolename = standardrole. rolenane;
if standardrole
for each permission
begin
if permission; standardrole &&
ep( permission;. permission-id, rolename) = =F) then
( rolename, permission-id) roles-per;
else
continue;
end
else
( rolename, null)

pemission; do

roles-per;
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end
end
ep permmission-id  rolename,
EP T , F
2.2.2 —
be in
for each ( ([T ,( userinfo) -[] (,( users-roles) ) sn do 3
begin
if sn
then begin
for each standardrole standardrole; do
begin
rolename = standardrolej. rolename;
if ( standardrole; sn&&er( rolename, sn) = =F)
then begin
if
then begin
( sn, rlename, TRUE) users-roles;

for each( [] permissior}id( O olename — . olename" ( roles-per) ) )

185.
end
else
P= |_| permission—id( O plenare =" rolenan"e"( rOIES'per) ) ;
P ;

end
else
end
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