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Abstract: In order to meet the requirements of secure, efficient and practical group communication based on big data, this
paper proposed a dynamic group key transfer protocol. The protocol allowed any group member to be an initiator to distribute a
random number as a group key in the protocol. It could efficiently distributed group keys for group members without an online
KGC. The Diffie-Hellman key agreement and a linear secret sharing scheme provided the security bases for our protocol. When
the group members are changing, the protocol does not need to update the existing secret shared between the initiator and the

other group members, thus, it is very efficient and is desirable for many group-oriented applications over big data.
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