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Abstract:; Buffer overflow is common network vulnerability ,and the most important one is the stack overflow attack. By analy-
zing the methods and characteristics of buffer overflow attacks, this paper proposed an improved RetProtect algorithm based on
StackShield. It used IDA Pro for the disassembly analysis of the source program,and then established a new library function. It
detected the occurrence of buffer overflow attacks by modifying the GCC source code to realize the backup of the function return
address when the program executed. Compared with other stack overflow attack detection methods. The RetProtect algorithm can
effectively prevent the stack overflow attacks on the return address overlay,which is transparent to the user and good compati-

bility.
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HALH X C/C ++ NZRRBHFTIC, — BB FE T o
o] 3 2 p R 2 R

B X0 2 v X g LH G, — SE S AT T R AR L T A i
B WAL R AR AR A RS Gl — A C
FEAARAEFBRIE C P2 Libsafe ® B X 47 £ % bR 210 (1] 4
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R s BT L Z BT ORAF ) TR AF A B, IR SRR G , RAT retn £
AR IAL, EREOA A

— AN X IR ) C IR S RT AR

fun()

{int i;@

inta[5] =1{0};

fori=0; i<5;i++)

fali] =4;

printf( " hello world! \n");
|

i

|

main(int arge, char * argv[ ])
{fun() ;

return 0;

|

X HLZE Y fun pRECE S ML T A JLR  HRAE
for PEFR AN T a5 ] 1M i R B, RIS B2 b X i
H, BEARFE P PEPA A THTEN hello world |7 A48/ 11 TG4 1E 7 1%
Il o U, FEHRGE AU R ret 5 4 1T — 2545 4 BIIR [u]
BB (W al 5 1) , NI 1 8P A PRA TR o

3 RetProtect B3k

FEa ] TR, 32 B RAC 488 ol ML IDA Pro 1] X2 7
PEATERAS RO 4 4 HT , AR K W b 1 D A8 2k, BB NS A sl i
VC . Borland C Delphi C/C ++ 253 UL 45 % 2% o BOAR 12 R 5%,
& Bl IDA Pro I 5 Bt /5 P 4% BR AR A2 4 b ik AR, 6 24
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S8, IDA Pro AR AIINIE 1 Fi7R

Function name Segment Start Length

£ sub 401000 text 00401000 000000BE
Fd_main text 00401000 00000024
|; sub_4010F0 text 004010F0 00000031
L£] _scanf text 00401121 00000017
Lf] start text 00401138 000000DF
[£] _amsg_exit text 00401217 00000022
|£] fast error_exit  text 0040123C 00000023
|£] _stbuf text 00401260 00000080
L£] _fibuf text 004012ED 00000030
|; sub_40132A text 00401324 0000077E
|£] _write_char text 00401AC8 00000035
[£] _write_multi_char  text 00401AFD 00000031
|£] _write_string text 00401B2E 00000038
|£] _get_int_arg text 00401B66 00000000
[£] _get int64_arg text 00401873 00000010
|£] _get short arg text 00401B83 0000000E
|; _input text 00401C4A 00000A25
[£] _hextadec text 0040266F 00000037
[F] Fgetc text 004026A6 0000001A
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PRAF 1) 252 BT St 1R 2 2R AR & B 1k 5 — 20 2R — 2,
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Horp PR pR B retarray. ¢ FSEELUNR .

#include(fentl. h)

#include (unistd. h)

#include (string. h)

#include (stdio. h)

#define LENGTH 256

#define_PATH_TTY “/dev/tty”

/ % Use an array to save the return address for each invoked function * /
void # _retarray[ LENGTH ] ;

int_retindex =0
void _retarray_be#n(void # cur_addr)

{if (_retindex < LENGTH)

{ _retarray[ _retindex] = cur_addr;

index ++

return;

f
void _retarray_end (void s cur_addr)
MmM;ij
fd = open(Zpath_TTY,0_WRONLY) ;
_retindex —— ;
if ( _retindex < LENG
{if (cur_addr! - [:rrrmi@ )
{ write (fd, “ + + + different return address, the program
will be terminated! +++\n”,33);
close(fd) ;
_exit(127);
f

|
f

return ;
close(fd) ;

f

15 2 R BN retarray. ¢ P, _retarray WAk PR A F
0 PREGR M1 itk 9 B4, _retindex SR G, EEH
KB E R 256 GEHE , BRI 1038 508 F R BN 3T 256 U, 75
NFERF oAt ) , _retarray _begin bR % Fll _retarray _end pRELJ)
Sl GCC G i d e i 1151 R E IR E H T 1R & 23 A4 ol

AT REL . cur_addr JU) 2 2 3 2% M S T ER2H HH B Y
E ORI B BOR BB

T34, % GCC W IRFS #4718 ek, LAE S GCC AT LLIE
WO, A AT L

a) BEIREE T, A T 7, AL GCC IR g vh X
Yt AR 326 THL ) Ay b 3 0 38 T -fstack-ret-protect , 3X 7 22 4T
GCC H3& Ty common. opt SCFHATIE M, HARK B 7~
JUAT:

fstack-ret-protect

Common Report RejectNegative Var( flag_stack_protect,3)

Use an array to save the return address for each invoked func-
tion

(i F] GCC i Fi-fstack-ret-protect 3EI A, GCC JHAS H 728
H flag_stack_protect [{EEHE I E N 3,

b) 7E gee/function. ¢ H Y expand_function_start pRE{F ex-
pand_function_end pEE0H, B4 01 ret_addr_backup_prologue ( ) F1
ret_addr_backup_epilogue () Bi~ EBCH H , 328 A T4 il _
retarray_begin Fl_rtrarray_end AYYEH , X SIS BLANT

if stremp ( current_function_name ( ) , “main” ) && ( flag_stack _protect
==3) & (cfun- > calls_alloca) )

ret_addr_backup_prologue( ) ;
if (stremp ( current_function_name( ) , “main” ) && ( flag_stack _protect
==3) && (cfun-> calls_alloca) )
ret_addr_backup_epilogue( ) ;
static void ret_addr_backup_prologue ( void)
{ rtx pro_func, addr_rtx;
pro_func = gen_rtx_SYMBOL_REF ( Pmode, “_retarray_prolog” ) ;
addr_rtx = gen_rtx_MEM ( Pmode, plus_constant( gen_rtx_MEM
(Pmode, plus_constant ( stack_pointer_rtx,8) ) ,0) ) ;
fp_rtx = gen_rtx_MEM ( Pmode, plus_constant ( stack_pointer_rtx,8) ) ;
emit_library_call ( pro_func, LCT_NORMAL, VOIDmode, 1, addr_rtx,
Pmode) ;

return

f
LA H R 45 HY _retarray_epilogue pR %W ¢ SE P, HLSEZER
TR, BAL I
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(32 fi0) RGL, WA &y 4. 2. 0-27-generic, N AF-K/NH 1
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gep X RSy TR RE AN AL B  Hd B AR K
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REJTHEITIEM . I T RetProtect B35 F 2R 5 X B it ) PRA Y
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S AR B S EAE Xubuntu REET 38 50 % A7 7E 22 vh X i
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o H—F 1, BT RetProtect 2 15 J& 3T StackShield J7 ¥
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B BIRICR Jy TS, Ak 2 B o
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Xubuntul4. 04 0 850 0
gee-fstack—protector 81 769 9
gee-fstack-protector-all 92 758 11
Proplice 354 496 42
Stackshield 310 540 36
RetProtect 380 470 45

222 R RNER ARSI 45 1, Hop gee-fstack-protector 1
gee-fstack-protector-all J& GCC H 7 B A6 I 2% i X 35 M FA) 356 10T,
AT LA i RetProtect FE35 AR HEHAB A RCR B 47

85T SCHRL 13 ) M RE DAl 7 v, & 22 o X Ve i B 180
TR R R S5 A e 149 B 5] P £8P B i 5 30 %o He
W3 s . Hor ProPolice I ] GCC A 4 14 22 4 A A 1 -
fstack-protector 5% 3§ 52 B, i StackShield N i@ i3 Global Ret
Stack SRSEHL, M ILERLE AT LA Y, RetProtect 7 ik fIH AT
PAH MR REIF B A AT 4252 1) G BV LN .

23 ARBIENN RGBT/ CPU B JE 1514k

i R %K PRSI ProPolice StackSheild RetProtect
fun01 2284 2398 2501 2512
fun02 23029 24605 25422 26026
fun03 22680 23122 27024 28115
fun04 23112 24342 28521 29139
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B HIR R T — A B RS BUR T ARAF MR . RetPro-
tect SLVARENS AR AT My AT ot 30 3k 45 382 R B5GR [m] b ik 1054 T A9 2% b
DX i 1 MO ARG, HLS3R M L StackShield 25 )5 3545 58K 1Y)
LT, A B S T StackShield J7 3k i AE 7E 1 SR BB e 45
P45 7 T A ) A
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DI — 2L 005

a) Ik S IR AR SL B B B S B ARG A AR AR S K
ReAR I B FIRLR

b)) 26 ok bR BN A7 HE AR I AT g, B2 T B R G R
e v R ]

o) FESEBL T B X BR HR (81 b hl 1 B AR 30 2 A0, e e T
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P

&R

e L AT AR 22 i DX i S T e ) P o e AL el )
Betirao AT AT R 10 b b i E AR ViR 1 B0, AR SCH Y
RetProtect S35 AT LAARAF X ok A 3R 0] b g1k 647 0 37 A PRAIE
AN BB, AR T H A Y B X0 ok BRI (] st ik OR3P 1 7 8
RetProtect 7E R UE R G 2 A PERY R $E T , R IS AT I X0 1% [1] 3
HEVEAT A By 0 5 0  [R) TR B T A FR IR 45 AR P S 8k A
IDA Pro X Fi# #EAT 8 A5 70 A, B 1R I8 AR O vk A
Linux -5 %P EHx5R [k 449 2 v X S0 Kl A — & 19
YERT, HRTREFH A 5 — B X i 75 3 2647 Bl A , PR A A8 O B X
GCC4.5.3 YEAT T HGHE, X GCC 1 FH AR AS B A A7 I3, 1H
JEE IS 1 GCC AN S B BN A SO B 7 VR A A T
RCHERIATSEE . R — 2 Y LA 2R A RetProtect L7 FIME T
Hh ROV B AR AE A EOR , LA SE BEIR] X 22 R G2 v X i
Bl A TR A5
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