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Fault-tolerant and privacy-preserving data

aggregation algorithm in sensor networks
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Abstract: Due to the failure-prone nature of communications, this paper proposed a fault-tolerant and privacy-preserving data
aggregation algorithm, which employed an elliptic curve cryptography-based additively homomorphic encryption algorithm to of-
fer end-to-end privacy of sensing data, and then savd energy and bandwidth. Meanwhile, construction track graph topology,
each node had more than one parent node, so that when a link error in the primary edge, the backup parent could recover the
correct aggregate values. The theoretical analysis and simulation results illustrate this scheme has good privacy of data, low
communication overhead and high precision aggregate values.
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