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Design and Realization of Electronic Seal Middleware Oriented E-Government

DING Hui-chun, GU Jian-hua, ZHANG Fan, LIU Gang
( College of Computer, Northwestern Polytechnical University, Xi’ an Shanxi 710072, China)

Abstract As an important component of E- Govermment system, electronic seal middleware provides the function service for E-
Govemment System, and basically solves the problem of stamping the seal and signature in electronic document, distinguish
the identity of operation, ensure the electronic document authenticity, integrality, confidentiality and cannot denying. This pa-
per brought forward the safety solution of electronic middieware based on public key infrastructure, and analysed the design
and realization of electronic seal middleware in detail.

Key words: E-Govemment; Electronic Seal; Public Key Infrastructure( PKI) ; Middleware

; : (4)

( PKI)
PKI

[1]

PKI
(1) :

(2) ) (CA)

(3)

: 2004-04-12; : 2004-05-27
“ 863" (2003AA1Z2560)



- 136-

2005

2.2

(1)

(2)

2.3

3.1

(1)
(2)

(1)
(2)

(1)

(2)

(3)

(4)

[2

)[2]

, CA

3.2

(5)

(1)

(2)

(3)

API

3):



3 137-
, 4
(4)
4
(PKI) ,
PKI
3.3 ,
(1) E-key E-key
[1] [ M]. ; , 2001.
E-key PIN ’ [ 2] Carlisle Adams Steve Loyd. o
M] . . : , 2001
, E-key, PIN (M
[3] Bruce Schneier. e C [ M].
’ : : . : , 2001,
E-key, [4] Nick Galbreath. Internet [ M]. , ,
(2) : , 2003,
DocumentAuth [5] Houseley R, Polk T . Planning for PKI [ M] . Wiley Computer Pub-
; ’ lishing , 2000.
SealAuth [ 6] Andreas Eberhart, Stefan Fischer . Java Tools[ M] . Wiley Compu-
ter Publishing, 2002.
' ’ (1980-), ,
’ ; (1965-), ,
Internet ; (1979-), , ,
(3) EJB, . (1979-), ,
( 134 ) TC, c ,
; TCB c
J D.(c'2 c) [ 1] F Lunt, D E Denning. The SeaView Security Model[ J] . IEEE
Transacations on Software Engineering, 1990, 16( 6) : 593-607.
4 [ 2] F Cuppens, K Yazdanian. A Natural Decomposition of Multilevel Re-
lations[ J] . IEEE Symposium on Security and Privacy, 1992, ( 5) :
273-284.
[ 3] , . Visual C++ ( Y[ M].
! ,2001.

(1975-), ,
(19%2-), , ,
(1971-), ,



