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Diversity-based microservice resilience deployment mechanism

Yu Hang, Xu Bo®, Wang Xiulei
(Command & Control Engineering College, Army Engineering University of PLA, Nanjing 210007 , China)

Abstract: In order to alleviate the homogeneity problem, this paper proposed a diversity-based microservice resilience deploy-
ment mechanism. It designed the strategy to deploy a wide variety of instances according to resource constraints. Combined
with centralized deployment and load balancing, the proposed strategy could effectively alleviate the homogeneity problem and
enhance the resilience of the system. Thus, it implemented a minimum load deployment algorithm ( Load-Min). Simulation
experiments show that compared with other six classical algorithms, Load-Min algorithm has great improvement in system secu-

rity, resource utilization, and load balancing performance.
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Hi A :req_info: The service requests information;sve_info: Microser-

Diversity-based microservices orchestration algorithm

vices information ; topo_info: Topos information,,
i . Service chains orchestration information
1 for i in range(len(req_info) ) :
2 req «— request whose service chain with max topo lenth
3 sv_chain « req corresponding service chain
4 error_threshold «— use sv_chain calculate error_threshold with for-

mula (7)

5  while ms in sv_chain:

6 choose the version which has min error rate

7 ms_error_rate <— min error rate

8 while ms_error_rate > error_threshold ;

9 choose the version with has min error rate among the other
versions

10 ms_error_rate <—ms_error_rate #* min error rate

11 end

12 end
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B2 Load-Min deployment algorithm

Hi A :req_info: The service requests information;sve_info: Microser-
vices information ; topo_info: Topos information; orche _info: Orchestration
information ;node_info; Node information ,

i H : Service chains deployment information

1 for i in range(len(req_info) ) :

2 req < request whose service chain with max topo lenth

3 sv_chain « req corresponding service chain

4 node_main «— choose the node with min resource utilization rate

5  while ms in sv_chain:

6 while resource is not enough to deploy the first docker of ms:

7 node_main <«— choose the node with min resource utilization
rate among the other nodes

8 end

9 deploy the first docker on the node chosen

10 update node_info

%39 %

11 // deploy the other dockers

12 for other dockers of ms:

13 node_vice <— choose the node with min resource utilization

rate among the other nodes
14 while resource is not enough to deploy the docker:
15 node_vice «— choose the node with min resource utiliza-
tion rate among the other nodes

16 end

17 deploy the docker on the node chosen

18 update node_info

19 end
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Tab.2 Resource consumption of the containers
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