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Research on Principle and Defense of Buffer Overflow Attacks

WANG Ye-jun, NI Xi-zhen, WEN Wei-ping, JIANG Jian-chun
( Engineering Research Center for Information Security Technology, Institute of Software, Chinese Academy of Sciences, Beijing 100080, China)

Abstract The buffer overflow attacks have been the most common form in the network attacks and become a predominant
problem in the system and network security area. After the principle of the buffer overflow attack is explained, this paper ana-
lyzes the causes leading to the attacks. Then the usual attack types the attackers often exploit are presented. Last, the common
measures 0 defend these attacks and my own idea about the solution of this problem by modifying the compiler and the relevant
functions of the system are given.
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void main( )

{
char buf[ 8]

int num[ 512]
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stepy( buf, " abcdefghijkl" ) ; //

num[ 0] =1;
}
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char * strcpy( char *
{ int lenSource, lenDestination;
lenSource = strlen( strSource) ;
lenDestination = strlen( strDesti nation) ;
if( lenDestination < = lenSource)
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