236- 2006
LIBPCAP ”
1,2 1 1
(1. , 200062; 2. , 414006)
Linux LIBPCAP
QT3. 3 GUI C++
: TCP/IP; LIBPCAP; : ; ;. GUI; DDoS
: TP393. 08 DA : 1001-3695( 2006) 06- 0236-03

Real-time Traffic Capturing and Information Extracting of
Raw Traffic Data Based on LIBPCAP

HU Wen-jing"*, LI Ming', LIU Jin-gao'

(1. College of Information Science & Technology, East China Normal Uniwersity, Shanghai 200062, China; 2. Dept. of Physics & Electronics

Information, Hunan Sthool of Science & Technology, Yueyang Hunan 414006, China)

Abstract: This paper gives the principle and the realization of real-tine traffic capturing and information extracting of raw traf-
fic data. We emphasize on the mechanism of packet capturing based on LIBPCAP under Linux system, the realization based on

GUI interface and the C ++ class encapsulation as well.

Key words: Network Traffic; TCP/IP;, LIBPCAP; Real-time Traffic Capturing; Packet Capturing; Information Extracting;

GUI; DDoS Attacks Detection

( ) IDS

: (
: Tepdumpt™ | Tethereal ( Linspire Inc. )

: 2000  Ostermann) [

)

, Tcptrace ( Shawn

2 ( Yahoo, eBay. com,
eTrade.com ) ( DDoS)
DDoS sl

, ( Host-based) ’
(IDS) ( Network-based)  IDS™ IDS
tel : ( Misuse
detection) ( Anomaly detection) (7
[4] ,
IDS ' , IDS GUI
( Packet stream)
( P ) :
’ (1) GUI :

IDS : (2) C++

: ( ) :

, 4 , 8
[4] [8] (3)
( Packet head) _
’ (4) : GPL
[ 4] .
(5) GuUI ,
: 2005-03-23; : 2005-06- 25 , MATLAB, Mathmatica

(047252001) ,



6 ; LIBPCAP

(6) (
) ,
1
1.1
TCP/IP
[12,13] ,
(1)
( Link Layer)
, ( Packet Header
Length) ( Time-Stamp) ( 1P, ARP,
RARP, PPPOE ) ( Ethemet Source
Address) ( Ethernet Destination Address)
( Total Peckets) ( Dropped Packets)
(2) IP
IP ( Network Layer) IP
IP ,
: IP IP ( TCP,
UDP, ICMP ) IP (1P IPWB) IP
(3)
IP ,
( TCP/UDP) , TCP
TCP TCP / UDP
UDP
(4)
Telnet ( FTP) SMTP( Sim-

ple Mail Transfer Protocol) SNMP ( Simple Network Management
Protocol)

1.2 LIBPCAP

LIBPCAP API ,
LIBPCAP
, LIBPCAP
LIBPCAP ( LIBPCAP
51y . pcap_open_live() ,
;  pcap_lookupdev( ) pcap_

open_live() ; pcap_open_offline()
,  pcap_dump_open( )
,  pcap_setfilter( ) ;
pcap_loop( )
1.3
1.3.1
LIBPCAP ,
1
1.3.2
(1)

237-
—
: IRun () No [ Pcap Lookupnet() |
D ovice==NULL? G ¥ %0 ]
cap_com pile
‘—{ Pcap lookupdev ()] 3

5 : | Pcap_setfilter() |
Pcap open live : 3
Y,es | Pcapi]oop O/

Pcap open_ offhne() Pcapidlispatch()
________________________ . W ait.. |

K1 HdEamkmiEE

pcap t* pcap fd;
QsString WriteFilename;
QString ReadFilename;
QString WriteFile;
QString filters;

QString Device;

(2)

pcap t* CgThread: : pcap_init( char * dev, char * filter, int snap,
int timeout, int dumplevel)
{1

if ( dev==NULL )

if ( ( dev = pcap_lookupdev( errbuf ) ) == NULL)

retum NULL,
if ( readfrom) { //offline

if (( _link = CheckFileHeader( ReadFilename) ) == 0) return
NULL;
else
if ( ( p= pcap_open_offline( ReadFilename, errbuf) ) == NULL)

return NULL; }
else//
if( (p = pcap_open_live( dev, snaplen, 1, timeout, errbuf)
NULL) retum NULL;

if ( pcap_lookupret( dev, &ip, &mask, errbuf) == - 1) return
NULL,;
if ( pcap_compile( p, &pf, filter, 1, mask) <0) retum NULL;
if ( dumplevel > =0) {
bpf_dump( &bpf, dumplevel ) ;
return NULL; }
else if ( pcap_seffilter( p, &bpf) == - 1) retum NULL;
retum p;
}
(3)
void CapThread: : pcap_cap( pcap_t~ p)
{11 ( 2.1)
if ( dumpto) {

pcap_dumper_t
* pp = pcap_dump_open( p, WriteFilename) ;
pcap_userdata-> arg = pp; pcap_userdata- > p = this;
pcap_loop( p, cnt, my_callback, ( u_char” ) pcap_userdata) ; }
else{
pcap_dumper_t
pp = pcap_dump_open( p, " tmp. dmp" ) ;
pcap_userdata=> arg = pp; pcap_userdata> p = this;
pcap_loop( p, cnt, my_callback, (u_char* ) pcap_userdata) ;}

*

return;
}
2
2.1 ’
: pCcap_
loop()  pcap_dispatch() ,
( my_calback) ( 2),
( pcap_

userdata) , ,
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1/

class CapThread; //

struct CapPara{ //

pcap_dumper t* arg; //

CapThread” p; //

s

/1l
wid my_callback( u_char* args, const struct pcap_pkthdr* pkthdr, const u_
char packet) {

u_char” wf;

struct CapPara” pp = ( struct CapPara” ) args;

1/

CapThread” p = pp->p; //

wf=(u_cha’ ) pp> am;

/1l

Iy

lEnterjng callback after having
| Callback Entrance | captured packet(s)

1 . N
| Parse UserData | : P
3 1

No

[ Packets count | : @ Yes
Yes i iNo
~Tupo—I2> | gt
INo i No
[ Ethemet decode }----- retum

2 RGN RER

It

2.2
TCP/IP

[12,13]

u_char® CapThread: : handle_IP( struct pcap _pkthdr" pkthdr, u_char’
packet, u_intl6_t ether_type)
{1/ ip, pppoe, length, hlen, off, version, len
if (ether_type == ETHERTYPE_IP) {
ip = ( struct my_ip* ) ( packet + sizeof( struct ether_header) ) ;
length - = sizeof( struct ether_header) ;}
else if ( ether_type == ETHERTYPE_PPPOE) {
pppoe = ( struct my_pppoe” ) ( packet + sizeof( struct ether
header) ) ;
ip = ( struct my_ip* ) ( packet + sizeof( struct ether_header) +
sizeof( struct my_pppoe) ) ;
length - = ( sizeof( struct ether_header) + sizeof( struct my
pppoe) ) ; }
else{
ip=( struct my_ip* ) ( packet + sizeof( struct ether_header) ) ;
length - = sizeof( struct ether_header) ;}
if( length < sizeof( struct my_ip) ) return NULL,;
len =ntohs( ip-> ip_len) ;
hlen = 1P_HL( ip) ; version=IP_V( ip) ;
if( length < len) {// IP}
off = ntohs( ip->ip_off) ;
if( (off & OXLfff) ==0)
if (ip->ip_p==6)
TCP_handle ( packet, ip, ether_type) ;
else if (ip->ip_p ==17)
UDP_handle ( packet, ip, ether_type) ;
else if (ip->ip p==1)
ICMP_handle( packet) ;
else //
return NULL;
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