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Certificateless two-party key agreement scheme without bilinear pairing
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Abstract: A few of certificateless key agreement schemes have been proposed in recent years, all of them need pairing opera-
tions, what’ s more , most of them are vulnerable to the key compromise impersonation attack and resistance to leakage of e-
phemeral keys. The provably secure certificateless key agreement protocol was proposed by Lippold in 2009, but their protocol
suffered from computation burden. In order to solve the above-mentioned problem, this paper proposed a new pairing-free cer-
tificateless two party key agreement scheme ( CL-KA) and presened its security properties. The new scheme was secure as long
as each party had at least one uncompromised secret. Thus, the new scheme was secure even if the key generation centre
learned the ephemeral secrets of both parties. The new scheme achieves efficiency in computational cost when compared with

Lippold’ s protocol.
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