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Multiple Classifiers Combination Based on Fuzzy Integral in Intrusion Detection

SUN Gang, ZHANG Li, GUO Jun
( School of Information Engineering, Beijing Uniwersity of Posts & Telecommunications, Beijing 100876, China)

Abstract As pattem recognition method used in intrusion detection system, the limitation in traditional detection methods
based on rules is cancelled In this paper, a new intrusion detection approach using multiple classifiers combination based on
fuzzy integral is proposed At same time, anew method for computing fuzzy density is proposed. Experiment has been done on
intrusion detection dataset in KDD’ 99 and the result shows that it has high detection accuracy.
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DARPA( Defense Advanced Re-

search Projects Agency) 1999 KDD ( Knowledge Discovery
and Data Mining) ,
, TCP, UDP ICMP Basic Fea-
tures, Content Features  Traffic Features
, [4]
1 ( )
/ 2
1
TCP (24827 /30738) [UDP( 20354 /26703) | ICMP( 7548 /3791)
Basic Features 0.918 8 0.869 2 0.981 4
Content Features 0.929 9 —_— —_—
Traffic Features 0.979 5 0.902 8 0.987 8
All Selected Features 0.89 1 0.902 7 0.979 2
2
TCP UDP ICMP
0.933 5 0.830 8 0.976 4
0.952 3 0.8811 0.981 4
0.973 5 0.902 8 0.987 8
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