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Analysis and research on security of EPON
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Abstract Ethemet PON ( EPON) system has serious security issues for its particular P2M( point to multi-point) architec-
ture. This article analyzed the implementing theory, process and harm of all major security attacks, including sinple passive
monitoring, denial of service ( DoS), masquerading and theft of service ( ToS) inherently presented in EPON systems in de-
tail. And presented corresponding countermeasures, such as authentication, so-called secure packaging, encryption, intrusion
detection and utilization of time-out events etc.
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