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Abstract XML Message as the services creation and accessing ways of Web Service. By Through the web protocols, customer
can access the functions and business logical which be encapsulated by Web Service. In this paper, we summarize the possible
security ways of Web Service and analysis the advantage and disadvantage of current encryption solutions. At the end, we pro-
vide a kind of XML-based encryption method, which is one way o handle complex requirenents for security in data inter-
change applications. By the way, we can solve most of the security problens.
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void setAlgoNane( String nanme) //
void setEncKey( Key encKey) //
void setEnclD( String EncID)
/1l < EncryptedData > ID
void encryptCompleteXmiFile() //
void encryptElementOfXmiFile( String strElement)

/1 XML
void encryptElementContentOfXmlFile( String strElement, String str-
Content) // XML
string getDecryptedData( ) // XML
XML XML
: XML
XML ; XML ; XML
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Key ,
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(1Vv) :
, v
getBase64Encoded Base64
, Java

Public String xmIEncrypt ( String data) {
String encData = new String( data) ;
String cipherDataBase64 = null; / /
int pad = encData . length( ) % 8;
for(inti=0;i< (8- pad);i++)
encData+ = " ";// Cipher
Cipher cipherObj = Cipher. getlnstance ( this. algoName + " /CBC/
NoPadding") ; // Cipher
cipherObj. init( Cipher. ENCRYPT_MODE, this. encKey) ;
/1 (V)
byte [ ] iv = cipherObj. getlV() ; //
byte[ ] cipherTemp =cipherObj. doFinal( encData . getBytes( ) ) ;
IV
int ivlen =iv. length;
int cTlen = cipherTemp. length;
int cDlen = ivlen + cTlen;
byte [ ] cipherData = new byte[ cDlen] ;
for (inti=0;i<iVen;i++)
cipherData[ i] =( byte) iv[ i] ;
for (inti=iVen;i<cDlen;i++)
cipherData[ i] =( byte) cipherTemp[i- 8] ;

/1 Base64
cipherDataBase64 = getBase64 Encoded( cipherData) ;
/1
retum cipherDataBase64 ;
}
(3) XmlDecrypt XmIEncrypt

Base64 ,

Cipher

/1 Base64 ,
Public String xmIDecrypt ( String encString) {
byte[ ] g =getBase64Decoded( encString) ;
int glen =g. length;
I LY/
byte [ ] iv=new byte[ 8] ;
for(intt=0; t<8; t++)
v g =g[t];
byte [ ] Enc =new byte[ glen- 8] ;
for(intp =8;p <den;p++)
Enc[p- 8] =g[pl];
String decString = null; //
11 v
IvParameterSpec ivps = new lvParameterSpec (iv) ;
AlgorithmParameters aparam = AlgorithmParameters. getinstance( al-

9o) ;
goaram. init( ivps) ;
11 Cipher
Cipher cipherObj = Cipher. getlnstance( algo +' /CBC/ NoPadding") ;
I Cipher
cipherObj. init( Cipher. DECRYPT_MODE, decKey, aparam) ;
/11
decString = new String( cipherObj. update( Enc) ) ;
11
retum decString;
}
TripleDES
' AES
3.5 XM
3.5.1 XML
XmIEncrypt , XmIEncrypt
(1) FileSource  FileResult—— XML
(2) encKey——
(3) AlgopName——
(4) keyName—— KeyName
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