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Provably-secure two-factor user authentication

key exchange scheme for wireless sensor networks

Chen Lei, Wei Fushan, Ma Chuangui
( State Key Laboratory of Mathematical Engineering & Advanced Computing , PLA Information Engineering University, Zhengzhou 450001, Chi-
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Abstract; With the development of wireless sensor network (WSN) , user authentication in WSN is a critical security issue
due to their unattended and hostile deployment in the field. In order to protect the security of real-time data query from an ex-
ternal user, many papers proposed two factor (password and smart-card) user authentication schemes. In this paper, we re-
viewed the scheme proposed by Kalra et al. It firstly found that the scheme was vulnerable. It proposes a robust and efficient
password based authentication scheme which was secure against all well-known security attacks, and proved its security proper-
ties in Nam’ s extended model. Security and performance analysis demonstrate that compared to the existing schemes, this pro-
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posal is more secure and efficient.
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