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Abstract ;
improved protocol. In the new protocol, used Weil pairing technology, based on hyperelliptic curves, in digital signature au-

IKEv2 protocol had some flaw in protecting initiator’ s identity and system requirement, so this paper presented an

thentication, and first authenticated the responder. By those means, the protocol had reduced the system cost and actively pro-
tected the initiator” s identity. At last, formally analyzed the improved protocol”’ s security property based on applied pi calcu-

lus. Analysis result shows that the protocol has a better performance in secure and application.
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(HDR,SA,, ,KE, N, ,N;,prf(SK_pr,ID,) ) ) (6)
AUTH; = prf( prf( shared secret," Key Pad for IKEv2" ) ,
(HDR,SA; ,KE; ,N;,N, ,pif(SK_pi,ID;))) (7)
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PR fe S

%6 ) vconss (X1 ,%; ,43 ) \consy (%1 ,%2,%3) o
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checksign { pk(k) | (S{sk(k) | (x),x) =true

Tuple. j( Tuple (x;, -+, x;) ) =«; for j <i, Tuple € { cons;, cons,,
cons; , cons, |

TELL b SRR R BOR A OC R Bt 27 40 R B

B, AR KB TT BERE , R ARSI 7 BERE , 1R FE[RIAE 5

GLithe S,

I=1 init(say ,sap). key;, (sk;). v d;. v N;, ¢ {cons, (HDR, sa, , KE,,
N;)).c(cons, (HDR,sa, ,KE,,N, e, ,h,)).letK,inif h, =H{K,
(r,e;) thenlet{ID ,AUTH, | =D{K,} (e, )in let ID," = H{K,

(ID,) in let PK, = H, (ID,) in if checksign { PK,| ( AUTH,, ( HDR,

sa, KE, N, ,N;,ID,")) = true then let ID," =H|K,;} (ID,)in let AU-
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TH, =S1sk:| (HDR,say ,KE;, N, N, 1D, in let e, = £ | K,.| (ID;,
ID, ,sa,, AUTH, TS, , TS, )in let h; = H{K,;| (i,e;)in ¢ {cons; ( HDR,
e;,h;)).c(consy (HDR e, ,h,)). if hy, =H{K,} (r,e,) then let
(=ID;, =1ID,,sa,,TS;,TS,) =D{K, | (e,) in connect (ID;,ID,,
sap san Ky)

R =key, (sk,).c(cons; (HDR,sa; ,KE;,N;)).v dr.v N,.v sa, . let K in
let ID," = H{K,, | (ID,) in let AUTH, = $|sk, | (HDR,sa,, ,KE, , N,
N, D, Yin let e = E1K,,} (ID, ,AUTH, Yin let hy, = H{K, } (r,en)
in ¢ (cons, (HDR ,sa,; ,KE, N, e, h,)).c(consy (HDR e, h;). if
H{K,| (i,e;) = h; then let(ID,, = ID, ,sa;, , AUTH,, TS, TS,) = D
[K.| (e;)inlet ID," = H{K,;} (ID,)in let PK, = H, (ID,) in if check-
sign{ PK; | (e;, (HDR,sa; ,KE,, N;, N,,ID;")) = true then v sa,.

accept(ID;, 1D, ,say ,sa,, ,K;). let e, = E{K, | (ID;,ID, sa,,TS;,

TS,) in let hy, =H{K, | (r,e,) in E<00ns4(HDR,e,2,h,2)>
S=(v1ID;) (v ID,) (vs.let pk_i =H,(ID;) in let pk(i) =pk_i in let sk_i =

Hy (s,pk_i) in let sk(i) =sk_i in keyi(sk_i). let pk_r=H, (ID,) in let

pk(r) =pk_rin let sk_r = H, (s,pk_r) in let sk(r) =sk_r in keyr(sk_
) IIR)
o Rt s i s A
K, = l_[u:Kui,l\et,l\'pt,I(ar,Ker,Kpr,Krl {K, =H{KE, d;{ (N;,N,,u) J
Wi S8 75 PR BHE R
Ky = Hu:Km’,A’ei,kpiﬂar,/(er,l(pr,u { K, =Hji KE; ;lr% (N,- N, ) %
A init connect , accept 18RI FHL3E H 19 FROR (5
i PRI Sk S AT A HL, JlIE keyi keyr JEHIR
BERVBIAE L PKG 5 %0 77 i 22 (B4 138 AART 14 22 R 18, I
T E AR B N AN
3.3 ZERMHHRLRIE

ARSCR ARG Rt R 75 4507 0 Ak e
EW] T UM RN P DAEME R S ORAr . B Ak T
VESETE ProVerif MBI T 58K ™

HEHIEFAE Y, IKEV2 URSUH T2 1PSec FRR 44250
I ST SRS A SR, SRS TE I X ) TKE2 P HH AN
[F) 0], BT BRI SE B T X 2 i DR, B R AL
M, AR e,

EIE2  PMAAREYE, X TGl RA

S(ID;,ID, ,sa5 50,5 ,K;) =S(ID; 1D, ,sap ,sa, ,K,)
D I IR AL AL AL B M 30 R R 3k T B R ] 1Y) dme R X
KF,

IERR R PR SCBORI T DL LA AESE .

E X o(S(ID;,ID, ,sap ,san,K;) )N

{x; = (HDR,sa; ,KE;,N;)

Ix, = (HDR,sa, ,KE,,N, E|K, | (ID,,S|sk, | (HDR,sa, ,KE,
N,,N;,ID,")) ,h, )

lx3 = (HDR,E{K, | (ID,;,ID, ,say,S{sk;} (HDR,sa, ,KE;,N;,N,,
ID;"),TS;,TS,) ,h;)

lxy = (HDR,E{K,, | (ID;,ID, ,sa, ,TS;,TS,) ,h, )|

SE X (S(ID,,ID, jsan ,sa, ,Ky) ) H

{x] = (HDR,sa, ,@ N

lx, = (HDR,sa,, ,KE, N, ,E{K, | (ID,,S sk | (HDR,sa, ,KE,,
N,,N;,ID,")) ,h, )

lvs = (HDR,E|K,;| (ID;,ID, 50,0, 5| sk; | (HDR,sa ,KE;,N;,N,,
ID,") ,TS,;,TS,) ,h;)

Ix, = (HDR,E{K,, | (ID, 1D, ;sa,,TS:,TS,) ,h,) |

D AREIR , dom( @) =dom () 7EARBE DH A4 %2 4 Y if 2
T, Z AR 0 E S EOT R B T E R NS, ARYE
FE 3 AL o= W, S(ID; 1D, ,say ,sa, ,K,) =,S(ID;,ID, ,sa,
san ,K) ,IRC =,

2) WA AR ELA A W] AR U A S(ID, 1D, sas
san ,K,) BT EIE 1 ASMBEIME o, 82 S(ID,, 1D, ,sa. ,
san ,Ky) RS TF SIAE IO Rs— B0 s

DL A3 Hr e8] i S(ID,, 1D, , san ,san , K,) .S(ID;, 1D, ,
san ysan K,) W IESE 4B S(ID,, 1D, ,sas ,sa,, K, ) =, S(ID;,
D, ,san ,5a, ,K,) o FHAEHL 1 AT A5 PHAS SERR TG AL L EE A4, B
RC =~ FRyn & MmN 7 2 [ 0 45 8 e 8 32 245 4L
HIERE Yo B TR 2S5

FHAERERY J7 2 7T RAEW S (ID;, ID, , sas , sa, , K;) =S
(ID;,ID, ,san ,sa, , K, ) , FmIL B ABE X A A KA
[i] ] ]33 HE ST B AN R (R 22 A S8, M 80 R H R ) 3L
AR T RS T e R 7 B4 1D, I S(ID,, ID, , sa,,
sap ,Ky) #S(ID;, 1D, ,sap ,san ,Ka) o {HFE, HIRI AT B Dh i
P B, 038 3 B TIE I S350 5 e e, WU AN ST AT A %2
EERAEX RGN, Sk MR AT R
P, BEAE SE BN 25 B

FAELTT TRRR 7 R BBy 2 DL ORI 307 {8 i
i, DB R R USRS PR A J2 . Xk B O G 1 SiE T
Bl A Ay e 4 JE AT ) . IO BE R AR N 5 TS P g 2%
ID; D, , ZHAEETE A sk T ProVerif % Bh T 52 5%, 2
DR sy YA T e L 69 =) S s
XoF T () B 03 0 FE B R 5 S ST g Ty B 47 ) s AP

query attacker;ID;

query attacker:ID,

T3 IR, XL S — > m 2
St
a) R % T (NI, A05AE v e
accept(ID; ,ID, ,sap ,sa,, ,K,;)
TUAEREI 2 B, Pl AEAE
init(sa;; ,sap ) and

checksign { PK; | (e;,(HDR ,sa; ,KE; ,N;,N,,ID;")) =true

19t VistVrs

b) 1%t R BIUGIEME, ANARAE m ThAETE
connect(ID; ,ID, ,sa, ,sa, ,K,;)
WUFE LI Z T, m FPbE AT AE
accept({ID;,ID, ,sa; ,sa,, ,K;) and

checksign|{ PK,} (AUTH, , (HDR ,sa,; ,KE, ,N,,N;,ID,") ) = true

UERR 0] L R g P T 5 ( correspondence assertion ) fiff ¢
FARERXASE B, R G 1 AR ATEE - an S 13 20 T s
22, W AR Ty s K2 1 i Wi , OF ELFT P Ak i) 47y
JEELSL T R BIAIEPE R R R Ty B TR 2 2 %
BT TR AR R 1 T E R RS Hh Y 228 JF H
J PSRRI B 2 ELSE 1

ZoE BRATER 38 3 B 84k T H ProVerif 58 B, 7858 B
WAL AAA RS IR T, A7) (query ) BEHLIE A5 3 2 LU T XF
NEVEWTE S A5 SRR TP A AIENE

evzaceept (X, , Xy, Xy, Xy, Xs ) = (ev: Rehecksignl ( true ) = ev: init
(X1,X%,))

evsconnect(X; X, X5 Xy, Xs)=> (evsaccept( X, , X, , X3, X, , X5 ) =
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ev:IchecksignR (true) )
4 EEWIE

EIXT IKEV2 PSS IR AR SOK FEF B O3 TAUE A A B 250
VI, B Weil REHEAR B T80745 4 TE SRR T 97 185 b
I, SR SIS T 2555 P85 , R 0 M S ST A
G T2 5 T AR TR, 6 R pi R 9
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