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Research on resistance to disassenbly of software

SHANG Tao, GU Da-wu
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Abstract In order to protect the property of software, according o the characteristics of general disassembly algorithns, this
paper provided code overlap, jumping address redirection and obfuscation of control flow etc. several approaches in code ob-
fuscation technologies. These approaches are able o nake the disassembly process go away, and misdirect the adversaries’

comprehension to programs, consequently enhance the software’ s resistance to disassembly, thus preventing the software from
reverse analysing and protecting its property effectively.
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1 (PE)
PE PE (]
( portable executable file format) 1 , PE
( section) ,
PE , PE DOS PE
header PE header ,
PE header , PE header ,
PE )
PE , PE header Address-
of-Entry-Point RVA ( )
PE ( 2),
PE ( section )
, .text .data
x86 ,
4 KB, 0x1000,
0x1000 ; 512 Byte,
0x200 , 0x200
( (RVA) = (VA) - (im
age base) ) ( ( RAW off-
set) )
PE in memory
DOSMZ header PE file other sections |1
DOS stub other sections f sre section
PE header rsre section - data section
Sectif)ntézb;e data section g . text section [+
sect%on 1 . text section
section (2) section table |L—»| section table | [RVA
: PE header PE header
section (n) DOS header | DOS header |« sbaseAddr
K1 PECHF#ER B2 PEICHHFFHs
512 Byte, PE
512 Byte,
, 0x00
Etch!*?
Win32/ Intel PE , Linux/x86
, LoBT™H PE

2.1

( GDB) Microsoft

2.2

globd startAddr, endAddr,
procedure DisasmLinear( addr)

[1

while ( startAddr < addr < endAddr) {
I = decode instruction at address addr;

/1
addr + = length (1) ; //
}

WinDug

globa startAddr, endAddr,

addr

procedure DisasmRec( addr, instrList)
{ if (addr has been visited already)

return;

do{ I = decode instruction ( addr) ;

/1
addr. visited = ture; //

instriList+ =1; //

if (1 is a branch or function call) {

addr

PE

GNU utility objdump GNU

objdump

instrList

T =set of each possible target t of | do;

/1l |
for each( target T) {

DisasmRec( target, instrList) ;

}
}

else addr + = length( 1) ;

/1

} while (startAddr < addr < endAddr)

}

Browse Profession

addr

IDA Pro OllyDbg PE-
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add move push pop

BaseAddr

12
swith (4]
switth ,
switch(i){
case 0: ...
case 1: ...
.c.a.se N-1: ...
default: ...
}
&3

r = evaluate i; //

if r > = N goto default;
/1

r =4, /]

r + =baseAddr; //

jmp r;

0(case 0 code)

1(case 1 code)

2 (case 2 code)

3(case 3 code)

IN-1 (case' N-1code)

PR

4 Byte

3),

defaul t

a)
b) ,
c)
d)
3.1
[15]
IA32 X386
4
send
func_get(){ func_send( ){
func (&get); junk 1 func (&send);
return get; } " | return send; }
T T T
func(*p)
{(*p)++
some codes }
v v
[return get;] [ junk 1| -*- [retumn send; |
B4 ENES
3.2
[16]

3.3

func_ctr

( CISC)

oet
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, ( 5) 7
( 6) , int function( int a, int b) {
dof
intm=1,;
e call bral:lch func |—| branch(') :arget func | if(a < b)
—_junk code block \‘ many junkc codes call function al; //functionl m,a b
@I N-1 false branches | call function a2; //function2 m,a, b
| true return addr |«—| true target func | } while(m<c¢)
ElS BB Ko ZEEEMLEM return m; }
, ( 6
N )
, 6 true target func , 8
’ ' int m=1
func a, func a, return m
( 6 true retum addr IR /

) : 6 junk
code block,

5 6 ,
N- 1 , N-1

, call
3.4
switth ,
: ( )

B7 IRHEATHEIGR

d)

3.4

m a, b

switth

goto switch
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