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New method of software vulnerability detection based on fuzzing
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Abstract The techniques of buffer overflow vulnerabilities detection was single and limited to manual analysis, binary-patch
comparison, fuzzing and s0 on. These techniques of wlnerabilities detection were either too dependent on manual analysis or
o blind, leading up t the low efficiency of vulnerabilities detection. Introduced a new method of buffer overflow vulnerabili-
ties detection, which was based on fuzzing, data-flow dynamic analysis and automated exception analysis. Owvercame the disad-
vantages of old techniques, this new method effectively improves the detection of potential unknown security vulnerabilities
(Oday) in software. Besides, this method is more automated and performs better in finding new security vulnerabilities.
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