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Abstract: At present, the research on the interference and attack of underwater acoustic network protocols is mostly
based on the attack method of single node. Distributed protocol attack methods are studied in this paper. The underwater
acoustic network model is constructed by OPNET simulation software, and different protocol attack methods are used
against the target underwater acoustic network. The interference effects of single-node mode and multi-node distributed
protocol attack mode are studied via simulation, The interference effects of different working modes and the interference
effects of distributed attack of different protocols attack methods are compared. The simulation shows that under the
same conditions, The distributed protocol attack mode can reduce target network throughput by about 5%, and the in-
terference effect on underwater acoustic network is better.
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Fig.2 Schematic diagram of the blackhole attack
in underwater acoustic network
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Table 1 Simulation parameters for underwater
acoustic network
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Fig.11 Variation of the throughput of the no-attack
node network with simulation time
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attack with simulation time

13 ", BT A AR A A A
G, MR ES N T 65.5%F1 70.5%,
A3 A7 2R B X X 2% B T R AR T T A
WG

B 14 JE 56 W 2% 2 8 ) B U dd e ek
K B T AR A A KB 7, Gt
it Xof i T 22 B S AR I AR B
ME 14 w5, B AR Ty A X 285 it o) ity
FRERE K, XT3 A TES P, F6E
HOGHAER I B 2% 6 {5 BT, B2 K I 4% i i
BRA, XEMSEERS N2, 1A N0 L
FEJ7 3, I H 1 R ) m] UM s, e ek
T M EE R M IR, WL IER
o BN B

g N ey Tran

28
24
20

16 oo
@ 12 &
E 4 4 :

Al
0

1) 5P 35 3E S /s

0 5 10 1520 25 30 3540 45 50 55 60
B} 1] /min

P 14 i bl ot e 211~ P4 SaE N I 7 SN T) AR A ) 2

Fig.14 Variation of the end-to-end delay of the network
under wormhole attack with simulation time

323 BIRBEHE
B 15 AT LR 2 W ) B e, AE
ANFE AR T 2R B A & s 8] R 2R AL 1 0

48
44 —— EANBIR Y
40 —e- I3 3 BT Bk
36 1

Fr it & /bps
[\
.5

12 [ ppagesgas
gt/

4 >—o
0 5 10 1520 25 30 3540 45 50 55 60
B} 1] /min

15 SRR ACa 7 i 18 B 017 S ) A8 1 2%
Fig.15 Variation of the network throughput under blackhole
attack with simulation time

M 15 w15, oA B SAE 4 ik
TPET 81.37%, HT i TAE T AL 4 it i R %
T 56.2%, AT PRI T AR FEAL

B 16 SREFxF g 2 1 e s ) IRt 78
SR AR 77 3 10 9 288 st ot ity ~F- S8 B 45400

FHE 16 %0, BASEEYR B R o A7 30 IR 2
b T O 8% S ol S T 480 22 R ) 255 A A

BARIRAE S AT 2B B R e SR A T
5 TAE T R B R




44 A% B R 2019 4
40 , MBGT 7 AL P2 Fr it B R PR 28.018 bps, R E
— BABIFRGE y; g 4 &
zg D e it 11;'39%0 JJ\?ﬁ:EE RTS 5 H H 75 B0t 19 2%
. 2 BULEEIE, Y AREL .
=
B 24 400 ———
B - A ARTS Kl Lo
g2 16 = 320
= 12 S S i 280
E 2 9 240 Vi
5 v J
4| po# & 200 L =
0 I 160 o
0 5 10 1520 25 ?0 35 40 45 50 55 60 = 120 //Wf -
B 8] /min g% i y. et
Bl 16 IR M i g o 381 35 SE I B 077 LI ] 324 28 Vi a
Fig.16 Variation of the end-end delay of the network under 40

blackhole attack with simulation time

3.2.4 RTS/CTS #& T Wil Tds

Bl 17 ZEXT MAC PRYE) RTS/CTS #&F- Wil
Wi, R AT AR 7 O o A 20 AR 5 )
B, Mg TR A AR AR .

48

44 —— BARTSH o}
40 - A ARTS K i

Fr it & /bps
R
3
{

0O 5 10 15 20 25 30 3540 45 50 55 60
B} 1] /min
17 RTS/CTS s 5 B 477 BT ] (2840 il 22
Fig.17 Variation of the network throughput under RTS/CTS
attack with simulation time

M 17 750, Az RTS/CTS 98 F il dds
W28 AR B2 18.354 bps, % T 41.99%; BT
MBS B R 24.702 bps, R
T 23.09%. 43R RTS/CTS 48 T WMy Bk W 2% &
I 5 B A

Bl 18 s24H % MAC # ) RTS/CTS #2F#ril
Yoy, SR AT S TAE 7 SO o A =0 AR 77 X
T, 2% 1) ity T~ 34 A e i B R] 1 AR A 0

B 18 ] ., 434zl RTS/CTS #2 F o Bk
WR) 2% i 2] ity - 240 A SETA ) 361 s, BTy B O A8
R 2% i ]S N AE 3L B 165 s, 29 A 200 28 Badi 7 2R
25 iy | vy QE P BE K, B R B AT o
3.2.5 RTS A HY RBGEHE

K 19 5 RTS & H WY miid, £ TR
JiEUF, AR R E R ) AR .

mE 19 7T%1, A RTS & B A1 s st
W48 Fr i 200N 20.537 bps, R T 35.01%; AT

% 5 10 15 20 25 30 35 40 45 50 55 60
A 18] /min
18 RTS/CTS Mt s 21~ H SE I B 07 T 1) 224k h 2%
Fig.18 Variation of the end-end delay of the network under
RTS/CTS attack with simulation time

" MRS 5 AT A

40 -~ AR ARTS & H B KT sl

Fr it & /bps
[\
.5

0 5 10 15 20 25 30 35 40 45 50 55 60
B} 1] /min

E119  RTS 4] B 975 S0t 2 07 S ) 381 Hh 42
Fig.19 Variation of the network throughput under the attack
of RTS occupying destination node with simulation time

P 20 /& RTS &5 A B0 A, EAE TR
70T, St P 2 B S B ) AR 155 0 R L

400 S— —
360 —— BANRTS & B K B
220 —— S AERRTS 5 H H K5 S By
i 280
# 240
%%_@ 200 -
5= 160
= o
120
i 80 = cnma bl
; T
40 =
00 5 10 15 20 25 30 35 40 45 50 55 60
B} 1] /min
20 RTS (5 E BT A0 g Xt v 21 1 38 28 o [ 5 3 05[]

A ih 2k
Fig.20 Variation of the end-end delay of the network under
the attack of RTS occupying destination node with
simulation time

HE 20 741, 234k RTS & 1 H 0 S
IXH) 2% i 2] 3 - S5 I ST B ) 243 5 BT S G T R
A5 X 5% 3 B IS ZETA E 106 s. 434 RTS A H



1M

FRAZTESE: FETF OPNET (014345 s BU e 1 14 BE T 7 45

AR Ik V) 285 s 81 0 AE A B K, MO U B Ao
33 fAEER

R 2.3 YRS T B S B 5 oA
BRI B

2 BHAMNHRESFETHRER
Table 2 The interference effect of single node attack

B MY X 2% g2l i Xof B
W 7 i TERZR/% T340 4 /s
I IR A 65.50 16.0
A B 56.20 13.2
RTS/CTS
PN 23.09 165.0
RTS 5 H
H 1 11.39 106.0

#= 3 AHERBVBETETFHRER
Table 3 The interference effect of distributed
protocol attack

AT ML X 4 A5 I ity Yot i
Wk ik TERZR/% P34k /s
i O S 70.50 12.0
BRI 81.37 14.9
RTS/CTS

BT G 41.99 361.0

E}E{J%QEH:’ 35.01 243.0

i BT s A T B S 38 S 9k
s (BT R R, SR AR
5 EEAARR U LR R B TS, R RS
BHURFAR R, I 2% 5 I 38 /N of I 24 Tt R
JUF-EATRM ;R TR 5 2415 LT3 17
Ky LR IERTBOOBRLT . SRS, A I
TS A TR T35 i PG

4 4k

MBIt OPNET 1B 1 W48 2 i dhu il 2l A 2 5]
Wik, P MAC 2] RTS/CTS & F-Wpil ddi A
RTS &5 F B S8, b e 7 87 it
A5 KLk 77 =Ko

LRI, 0 AR Pt 7 VA TT DS e X 2%
T PbERE, (MG R RS, S k]
DA m ot i i I 4 o FEAHIFI 26 R, T4 )2 W
WG, oA 2 IR B o X4 1 TR ORI T4
A U Gl FEAHFISRE R, X MAC J2 1R
Hili, 420 RTS/CTS 2 F P Beadi s 4 5 T3
RS> 4i 5 RTS 5 H 77 s B SO s 4

K 9 28 B BB 1 SR KR XL — AN (1

R IY, AR E SR 2 &5 TR B2
A I 0] 7K P 190 2% A P BE e (R O T, DS
KA 20 i it 7 —Le g S, RY] 7RI
TR B RO P B THRRCR o i H AT
X 7K 7 194 46 B OGS BT FRIT 8 4TS 3 A A S8 %
T B, R ZARIGIRIE . Ay BEASCHIE TR 2 U
FIk RN SHEM.

2 F X W

[1] DONG Y Z, LIU P X Underwater networked acoustic war-
fare-concepts and key technologies[C]//Proceedings of 9th Western
Pacific Acoustic Conference, Korea, 2006: 22-28.

[2] DOMINGO M C. Securing underwater wireless communication
network[J]. IEEE Wireless Communication IEEE, 2012, 18(1): 22-
28.

[3] CONG Y P, YANG G, WEI Z Q, et al. Secuity in underwater
sensor network[J]. IEEE Communication system security, 2010,
1(1): 162-168.

[4] ZUBA M, FAGAN M, CUI J H, et al. A vulnerability study of
geographic routing in underwater acoustic networks[C]/IEEE
Conference on Communications and Network Security (CNS)
2013: 109-117.

[5] DONG Y Z, DONG H F, ZHANG G Q. Study on denial of ser-
vice against underwater acoustic networks[J]. Journal of Commu-
nications, 2014, 2(4): 135-143.

[6] KONG JJ, JI Z R, WANG W C, et al. Low-cost attacks against
packet delivery, localization and time synchronization services in
underwater sensor networks[J]. ACM Workshop on Wireless Se-
curity, 2005, 23(3): 87-96.

[7] KRIEE, KR, XIREL. KEMLY MAC Bl [Cl/H

[ g2 oK R 2 4 e 2 FK TR 2 R4, 2016.
ZHANG Ganggiang, ZHANG Junging, LIU Junkai. Simulation
study on underwater acoustic network MAC layer protocol attack-
ing[C]//Proceedings of Conference on Underwater Acoustics of
CAS, 2016.

[8] Wit OPNET MZ (i E[M]. Ab5: A iRt 2004.
CHEN Min. OPNET Network Simulation[M]. Beijing: Tsinghua
University Press, 2004.

[9] BAHGZ, FURAL, Fhh. AKHEEMAEEAIM]. P2 i Tk
R HRRAL, 2017,

ZHAO Ruiqin, SHEN Xiaohong, JIANG Zhe. Underwater Infor-
mation Network Foundation[M]. Xi’an: Northwestern Polytech-
nical University Press, 2017.

[10] RAAFE. KFE B AMITRER MU AL [D]. W/RIR: IR/RIE TR
K, 2010.

WU Songwei. Research on energy saving in routing protocol of
autonomous underwater acoustic network[D]. Harbin: Harbin En-
gineering University, 2010.

[11] k%4, SEHE, #2#. OPNET Modeler 547 M]. b5t
BRI L R, 2007
ZHANG Ming, DOU Helei, CHANG Chunteng. OPNET Mod-
eler and network simulation[M]. Beijing: The People’s Posts and
Telecom Press, 2007.

[12] XU X N, CHENG E, LIN W. Research on MAC protocol for
underwater acoustic network based on OPNET[C]//Proceedings of
Computer and Modernization Conference, 2013: 181- 184.



